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NOTE

The Motor Carrier Safety Improvement Act was signed into law on December 9, 1999.  This act established a new Federal Motor Carrier Safety Administration (FMCSA) within the US Department of Transportation (DOT), effective January 1, 2000.  Prior to that, the motor carrier and highway safety program was administered under the Federal Highway Administration (FHWA).

The mission of the FMCSA is to improve truck and commercial passenger carrier safety on our nation's highways through information technology, targeted enforcement, research and technology, outreach, and partnerships.  The FMCSA manages the ITS/CVO Program, a voluntary effort involving public and private partnerships that uses information systems, innovative technologies, and business practice reengineering to improve safety, simplify government administrative systems, and provide savings to states and motor carriers.  The FMCSA works closely with the FHWA's ITS Joint Program Office (JPO) to ensure the integration and interoperability of ITS/CVO systems with the national ITS program.
Please note that this is a Baseline Version

This is a final baseline document describing an as-built, as-delivered system.   There are no updates planned for this document.  Documentation describing future versions of the system will be assigned different titles/version numbers as required.

This document is disseminated in the interest of information exchange.  JHU/APL assumes no liability for its contents or use thereof.  This report does not constitute a standard, specification, or regulation.  JHU/APL does not endorse products or manufacturers.  Trade and manufacturer’s names appear in this report only because they are considered essential to the object of this document. 

Note:  This document and other CVISN-related documentation are available for review and downloading by the ITS/CVO community from the JHU/APL CVISN site on the World Wide Web. The URL for the CVISN site is: http://www.jhuapl.edu/cvisn/
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1 INTRODUCTON

This document describes and defines the requirements for the Safety and Fitness Electronic Records (SAFER) System, a component of the Intelligent Transportation System (ITS) conforming to the Commercial Vehicle Information Systems and Networks (CVISN) Architecture.  
1.1 Document Purpose and Scope

The SAFER User and Systems Requirements Document specifies the functions the SAFER system is required to perform.  The requirements in this document focus on the functions to be performed by the software and hardware associated with Version 2 of the SAFER System.  

The requirements in this document are organized as follows:

· Functional Requirements - The requirements for each functional area of the system.

· External Interface Requirements - The requirements for the system’s external interfaces.

· Performance Requirements - The requirements specifying the required behavior of the system, including response times, throughput times, other timing constraints, sequencing, accuracy, capacities, priorities, continuous operation requirements, and allowable deviations.   

· Design Constraints – Constraints regarding the system, such as operating system, database management system, communications/network software, utility software, and software/hardware standards.

· System Requirements - Security and privacy requirements, system environment requirements, computer resource requirements, computer hardware resource utilization requirements, computer communication requirements, and software quality factors.  

· Other Requirements.

Throughout this document the term “system” refers to the SAFER system unless otherwise specified.

1.2 SAFER System Purpose and Scope
The Federal Motor Carrier Safety Administration (FMCSA) is currently testing and evaluating ITS technologies to enhance the safety and efficiency of interstate and intrastate commercial vehicle operations.  The current focus is on creating transparent borders for interstate commercial vehicles and improving the safety of commercial vehicle operations (CVO).  In support of this effort, there exists a requirement for a national CVO system that can perform numerous user services, including automated roadside safety inspections, roadside clearance, onboard safety and monitoring.

The SAFER System is has been implemented as a component of ITS.  One of its primary objectives is to increase the efficiency and effectiveness of the inspection process at the roadside. The SAFER System will provide carrier, vehicle and driver safety and credential information to fixed and mobile roadside inspection stations.  This will allow roadside inspectors to focus their efforts on high-risk areas, i.e. selecting vehicles and/or drivers for inspection based on the number of prior carrier inspections and its safety and credential history.  As a result, inspection resources are directed at drivers and vehicles associated with carriers with few prior inspections or poor safety records, while minimizing time spent inspecting carriers with many prior inspections and good safety histories.  This will improve the overall cost effectiveness of the inspection process as well as provide an incentive to safe carriers.
The SAFER System supports data exchange operations for US inter- and intrastate carriers, and for Canadian and Mexican intrastate carriers.  SAFER will use other systems as its primary source of data, e.g. SAFETYNET and the Motor Carrier Management Information System (MCMIS).  SAFER provides users electronic access to safety data via standard X12 Electronic Data Interchange (EDI) transactions relying on other projects/entities to develop custom user interfaces to construct the requests, and display/process the responses.  Data will be replicated in SAFER’s database only when required to meet performance objectives.  It is envisioned that SAFER will become the mechanism for all users to acquire information about a carrier's safety fitness.
2 GENERAL DESCRIPTION

2.1 System Overview and External Interfaces

SAFER is a national on-line system that provides standardized carrier, vehicle, and driver (future) datasets (snapshots and reports) containing safety and credentials information to authorized users within a few seconds of a user's request.  The SAFER Data Mailbox (SDM) component facilitates the exchange of information between roadside sites and administrative centers by acting as a temporary repository for data files and messages.

A diagram illustrating existing and planned external interfaces for the SAFER System is provided in Figure 2-1.  The primary authoritative source for SAFER information is the Motor Carrier Management Information System (MCMIS), a federally maintained system that serves as a repository for safety inspections of selected commercial vehicles at the roadside and audits of safety processes of selected motor carriers at their terminals.
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Figure 2–1.   SAFER External Interfaces
2.2 Overview of System Functions and System Users

The primary function of SAFER is to provide users timely, electronic access to safety and credential data via one or more wide area network (WAN) communication links.  This information includes identity data about carriers, vehicles, and drivers, summaries of past safety performance histories (inspections, accidents, and other data) and supporting credential information needed to support electronic screening activities at the roadside, e.g., electronic cab card data, and summary IRP and IFTA data.

The SAFER system provides electronic access to carrier safety information to various third party users such as shippers, insurers, vehicle rental/leasing companies and carriers themselves.

SAFER provides users with either a summary safety record ("snapshot"), or a more detailed report. Two such reports are the carrier profile and vehicle/driver inspection reports.  The system supports on-line query and response access to this information as well as proactive distribution of snapshots, allowing users to request that they be informed when the snapshot changes substantially. Users are able to request information related to specific carriers or vehicles by specifying certain selection criteria.

SAFER allows users to request, via subscriptions, that specific snapshots are sent to them automatically when substantial change in the data occurs.  Users can specify the types of change that triggers transmission of subscription requests. To use SAFER, authorized users are   required, at a minimum, to have a computer system and the ability to connect to a supported wide area network to make inquiries and receive responses.  Users may wish to develop specific reporting applications tailored to their individual needs. All users, however, will receive from SAFER the same basic 'packet' of information in response to a query, i.e., a snapshot or report.

2.2.1 Transaction Sets and Data Exchange Methods

2.2.1.1 Transaction Set 285:  Commercial Vehicle Safety and Credentials Information Exchange

The American National Standards Institute (ANSI) Accredited Standards Committee (ASC) X12 is responsible for the development and maintenance of national standards for electronic data interchange (EDI) message structures, called transaction sets.  The “Commercial Vehicle Safety and Credentials Information Exchange (285)” transaction set is designed to allow authorized CVO stakeholders to exchange summaries of safety history and credentials information for carriers, vehicles, and drivers.  It is a “bi-directional” transaction set that can be used both to request and to send information. 

2.2.1.2 Data Exchange

The System shall support queries and subscriptions via the 285 X12 EDI transaction set.  The System shall also support, when warranted by specific performance requirements, analogous functions utilizing the Open System Foundation Distributed Computing Environment (DCE) Remote Procedure Call (RPC) mechanism.

2.2.2 SAFER Safety Information Flow

Figure 2.2 shows the required flow of safety-related information through the SAFER System.  In the figure, Flow 1 represents the transmission of vehicle and/or driver inspection data from the ASPEN client or equivalent, to SAFER via the SAFER Data Mailbox where it is stored for a sixty- day period.  Previously stored inspections are retrievable from SAFER via the Past Inspection Query (PIQ) application, which interacts with SAFER via the SDM (Flow 2).  SAFER sends inspection data to the Motor Carrier Management Information System (MCMIS) and the state’s SAFETYNET system via the SAFER Data Mailbox (SDM) in Flows 3 and 4, respectively.  Compliance Review data, crash data, enforcement data, and manually generated inspection reports are sent to SAFETYNET from other sources within the state (Flow 5).  These data are transmitted to MCMIS via the SAFER Data Mailbox system (Flows 6 and 7).  Based on the safety data received from SAFETYNET and the roadside, MCMIS generates safety snapshot data, a concise collection of interstate carrier census and summary safety information.  SAFER receives this information from MCMIS on a weekly basis (Flow 8).  Via the subscription process, SAFER transmits safety snapshot data to the Inspection Selection System (ISS, Flow 9).  SAFER is capable of sending snapshot data to a roadside operations computer (ROC, Flow 10); however, no ROC subscriptions are currently defined on the SAFER system.  
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Figure 2–2.  SAFER Safety Information Flow
2.2.3 SAFER Credential Information Flow

All states support systems for the administration of the International Registration Plan (IRP) for commercial vehicles and the International Fuel Tax Agreement (IFTA) for interstate operations. IRP and IFTA Clearinghouses are national information systems that have been developed to assemble in one database certain information about the registration and fuel taxation, respectively, of interstate carriers and vehicles. 

The carrier licensing (“authority”) and insurance certification required by the former Interstate Commerce Commission (ICC) remain in effect for most for-hire carriers (about 85,000 carriers).  In Figure 2-3, the Licensing and Insurance (L & I) system registers these carriers (Flow1), and tracks their insurance.  The SAFER System receives a summary of that information (Flow 2) for display on the SAFER Web Site and for incorporation into carrier snapshots.  

In Flow 3, State IRP/IFTA systems send certain data to the national clearinghouses.  It is not decided yet if this will be just demographic data or will include tax status information.  The SAFER System will be able to receive and distribute updates of vehicle registration and fuel taxation data from the national clearinghouses (Flow 4).  SAFER includes IRP, IFTA and insurance (for hire) credential data in the snapshot for interstate carriers and vehicles.  SAFER sends this information to ASPEN and other roadside users (Flow 5). 


Figure 2–3.  SAFER Credentials Information Flow
3 FUNCTIONAL REQUIREMENTS
3.1 Client Application Functions

Client applications to the SAFER system include Federal infrastructure systems such as the Motor Carrier Management Information System (MCMIS) and the Licensing and Insurance (L&I) System, state systems such as the Commercial Vehicle Information Exchange Window (CVIEW), and field applications such as ASPEN and the Inspection Selection System (ISS/ISS-2). Not all clients interact with the system in the same way. The types of client functions supported by the system are described below. When applicable, the association of one or more clients with a function will be provided.

3.1.1 Query for a Carrier or Vehicle Snapshot

Overview:

A carrier or vehicle snapshot provides high-level information pertaining to:  the identity and general description of the carrier or vehicle, its safety record (in summary), and its credentials (in summary).  The system shall provide this information via a standard EDI transaction, which each user will process and format depending upon individual requirements. Users of snapshot data will include: electronic clearance officials, enforcement officers, shippers, insurers, leasers, carriers and others.

The system shall provide the ability for clients to request snapshot information about carriers or vehicles by providing identifiers or attributes that specify those entities about which information is desired. Using a unique identifier or other attributes of the carrier or vehicle, snapshot information will be retrieved, and directed to the user.

Carrier Identifiers: A carrier's USDOT number, or ICC number shall provide the basis for unique carrier identification.  A USDOT number may be qualified by a "terminal identifier" assigned by the carrier to differentiate separate operational centers.

Vehicle Identifiers: A vehicle's Vehicle Identification Number (VIN) or its license plate number and state shall provide the basis for unique vehicle identification. 

In response to a query, the system shall be able to provide the client a full or partial set of snapshot data, (referred to as a view), transmitted via a 285 EDI transaction or a non-EDI Application File format. These views shall be designed so that their content is tuned to the particular needs of a certain type of user. The system shall support the addition of new views without affecting existing views.

3.1.1.1 Query Input

The system shall accept as input for queries the following data items:

· The type of entity to be found, either carrier or vehicle.

· Either a unique identifier (as described above), or 

· Other attributes which define a class of carriers or vehicles, such as the state in which an entity is based or registered.

· The “view,” or subset of the full snapshot that is desired.

3.1.1.2 Query Processing

When a unique identifier is supplied at most one snapshot will be retrieved.  This is termed an “exact match” query.  When attributes which define a class of entities are supplied, all entities that fall into that class are returned.  This is termed an aggregate query.  An example of an aggregate query is to request all carriers domiciled in a particular state.

3.1.1.2.1 Exact Match

The system shall support exact match queries.  Select from the database the record corresponding to the value of the exact match field provided.  For example, the US DOT number corresponds to one and only one carrier record in the database.  The carrier table primary key is then used to select information related to the carrier from one or more tables containing information related to the carrier identified.

3.1.1.2.2 Aggregate Query

The system shall support aggregate queries.  Select from the database those records that contain the value of the attribute specified in the query.  For example, the state in which a carrier is domiciled may be used to select all carriers domiciled in a particular state.  The carrier table primary key from the selected set of carriers is then used to select information related to the carrier from one or more tables containing information related to the carriers identified.

3.1.1.3 Query  Output

In response to a query, the system shall return one of the following:

· If no carriers or vehicles were selected by the processing step, return a message indicating that no candidates were found.

· If one or more entities were found, return the carrier or vehicle snapshot view requested.

All data shall be returned to the user via a 285 EDI transaction or a non-EDI Application File Format.

3.1.2 Update a Carrier or Vehicle Snapshot

3.1.2.1 Overview:

A carrier or vehicle snapshot provides high-level information pertaining to: the identity and general description of the carrier or vehicle, its safety record (in summary), and its credentials (in summary).  The system shall accept updates to snapshots from federal and state authoritative sources via the standard 285 EDI transaction or via a restricted set of flat files.  The update information may take the form of census, safety, or credentials data. 

The system shall use specific identifiers to locate the snapshot in the database that will be updated.  Due to the nature of the update operation only a few specific identifiers may be used. 

These identifiers are as follows:

Carrier Identifiers: A carrier's USDOT (interstate carriers) or a state-specific identifier (intrastate carriers and vehicle owners not regulated by the federal government).  A “terminal identifier” assigned by the carrier to differentiate separate operational centers may qualify a USDOT number.

Vehicle Identifiers: A vehicle's Vehicle Identification Number (VIN) or a state license plate number to which it has been registered.  One or the other, as appropriate to the nature of the information being provided by the authoritative source should be used.

3.1.2.1.1 Update Input

The system shall accept as input for update the snapshot information for the view being updated.  In addition to the view information the following data items will also be expected:

· The entity to be updated, either carrier or vehicle,

· The appropriate specific identifier, such as DOT number or VIN, as described above, and

· The name of the specific view to be updated.

3.1.2.1.2 Update Processing

Using the provided identifier the database tables for the provided entity (carrier or vehicle) shall be searched to locate the specific carrier or vehicle to be updated.  If the entity is found, the database fields that are included in the view shall be updated with the information from the snapshot. If the entity is not found, database records for it shall be created in the database using the provided identifier and the information from the snapshot.

3.1.2.1.3 Update Output

The database is updated so that the information provided in the snapshot is included for the entity identified.

3.1.2.2 Updates from Federal Infrastructure Clients

3.1.2.2.1 Update Mechanisms

3.1.2.2.1.1 Legacy System Interface (LSI)
The system shall provide a mechanism, called the Legacy System Interface (LSI), for incorporating snapshot information from legacy systems that produce flat files rather than an approved EDI transaction.  The system shall establish an interfacing technique that will have the following characteristics:

· The LSI mechanism shall allow independently developed code (the LSI module) to read legacy system files and to supply the information in them to the system for updating the database and conducting subscription processing.  Once the legacy file information has been read by the LSI module and passed on to the system, processing proceeds just as if the information had been obtained through an approved EDI transaction.

· The LSI mechanism shall not require that existing legacy system files be restructured or legacy system code be rewritten.

· The LSI module shall have a run time binding with the system such that a new LSI may be developed and utilized without having to recompile or re-link the system itself.  In effect, an LSI will be a “plug-in” module.

· A mechanism shall exist for the system operator to initiate an update via a specific LSI module utilizing a specific legacy system file at any time that the system is running.

· The system shall utilize a well defined interface which will allow the LSI to pass information from the legacy file to it.

· The LSI interface shall contain optional calls which will allow the LSI to create log files based on the results of the update operations.

3.1.2.2.2 MCMIS Update

The system shall accept information from the FMCSA MCMIS system once per week via an LSI.  The details of the legacy file are defined in the SAFER Interface Control Document.

3.1.2.2.3 L&I Update

The system shall accept information from the FMCSA L&I system once per day via an LSI. The details of the legacy file are defined in the SAFER Interface Control Document.

3.1.2.3 Updates from State Clients

Several states have developed and deployed CVIEW, or equivalent, systems. The system shall accept and process the following types of updates submitted as 285 EDI transactions from CVIEW, or equivalent, clients:

3.1.2.3.1 Carrier International Fuel Tax Agreement (IFTA) Updates

The carrier IFTA updates shall include IFTA account number,  “check flag”, i.e. IFTA status, and date information.

3.1.2.3.2 Carrier International Registration Plan (IRP) Updates

The carrier IRP updates shall include IRP account number, “check flag”, i.e. IRP status, and date information.

3.1.2.3.3 Vehicle International Registration Plan (IRP) Updates

The vehicle IRP updates shall include “Cab Card” data (vehicle description, weight, state, and plate information),  the IRP “check flag” (IRP status and date information), USDOT number of the vehicle registrant, the vehicle transponder ID, and the vehicle title information.

3.1.2.3.4 Carrier Electronic Screening Enrollment (ESE) Updates

The carrier ESE updates shall include a list of states in which the carrier has requested enrollment in the state’s electronic screening program and a response from each state regarding the acceptance or rejection status of that request. 

3.1.2.3.5 Vehicle Electronic Screening Enrollment (ESE) Updates

The vehicle ESE updates shall include a list of states in which the carrier has requested its vehicles be enrollment in the state’s electronic screening program and a response from each state regarding the acceptance or rejection status of that request. 

3.1.3 Inspection Report Functions

3.1.3.1 Overview

The system shall provide a mechanism for electronically receiving, storing, and distributing vehicle and driver inspection reports.  Safety enforcement officers using the ASPEN client initially create the inspection reports at the roadside.  They are then sent to both the SAFER inspection report repository and to the state’s safety enforcement agency’s mailbox within the SAFER Data Mailbox (SDM) system, the e-mail data exchange component of the SAFER system.  Enforcement officers may access the reports in the repository by using the Past Inspection Query (PIQ) client.  The enforcement agency’s SAFETYNET system provides access to inspection reports sent to the agency’s SAFER Data Mailbox. 

3.1.3.2 Inspection Reports: SAFER Data Mailbox (SDM)

The system shall provide a mechanism for electronically receiving, temporarily storing, and allowing transfer of inspection reports to SAFETYNET.  All of these activities shall be conducted via the SDM environment.

3.1.3.2.1 Inspection Reports: SDM Receipt

The system shall provide a mechanism for enforcement officers to electronically send standardized inspection reports to the SDM.  The supported transmission formats shall be the formats used by ASPEN 16 and 32 bit applications.  The system shall allow the officers to send the inspection reports at their convenience, without a 'transmission session' having to be scheduled in advance.  

3.1.3.2.2 Inspection Reports: SDM Storage

The SDM shall provide a mechanism for electronically storing inspection reports sent to the SAFETYNET client until the client is ready to receive them.  The inspection reports shall be stored in the same format 'as originally received'. 

3.1.3.2.3 Inspection Reports: SDM Deletion

The SDM shall determine when the SAFETYNET client has retrieved an inspection report. Once the retrieval is completed, the report shall be deleted from the SDM.

3.1.3.2.4 Inspection Reports: SDM Access

The SDM shall provide a mechanism allowing enforcement officers to retrieve previously stored inspection reports via standard e-mail techniques.  The system shall allow them to access reports at their convenience (a 'transmission session' from the system shall not have to be scheduled). 
3.1.3.3 Inspection Reports: Sixty Day Repository

The system shall retain inspection reports for a sixty day period, after which they shall be purged from the system.  The system shall use the start date and time of the inspection to determine its age.

3.1.3.3.1 Inspection Reports: Analysis

The system shall perform a simple analysis of incoming inspection reports to determine the general nature of the report.  In addition, the individual report fields shall be extracted and saved into tables for subsequent use.  

3.1.3.3.2 Inspection Reports: Analysis-Reading

The system shall be capable of identifying an incoming transaction as an inspection report, and applying appropriate compaction techniques (e.g. 'unzipping') in order to parse information from the report.

3.1.3.3.3 Inspection Reports: Analysis-Data

The system shall be capable of extracting from an incoming inspection report all of the data fields contained within the report and storing those fields into database tables for subsequent use.  

3.1.3.4 Inspection Reports: Past Inspection Query


The system shall provide a mechanism by which enforcement officers may query the system for specific inspection reports.

3.1.3.4.1 Inspection Reports: Query Type

The system shall support several types of queries for inspection reports. The query fields are: 

· Inspection Report Number, 

· Vehicle License Plate/State, 

· Vehicle Identification Number

3.1.3.4.2 Inspection Reports: Query Response

Except in the case of a query by inspection report number, an inspection report query shall return one or more reports for the specified entity retained on the system at that time.  The system shall return only one inspection report if the basis for the query was inspection report number.

3.1.3.5 Inspection Reports: Past Inspection Security

The capability to query for an inspection report shall be available to law enforcement users only, as defined in section 7.1.4

3.1.3.6 Vehicle Data Support

The system shall create vehicle snapshots based on inspection reports as they are received.  These snapshots shall be stored in the system’s database.  New and updated vehicle snapshots originating from inspection reports will trigger subscription processing and will be available by query, as described above.

3.1.4 Subscriber List Capability

Overview:

The Subscriber List capability allows a client to monitor a group of user-specified entities. To support this concept, the system shall provide a subscriber list facility whose requisite parts are:

· A user-defined list of entities to monitor.

· A user-defined response priority, i.e. immediate or periodic.

· A user-defined list of conditions or events used to trigger a subscriber list response.

The Subscriber List response shall consist of snapshot data for entities that have triggered a Subscriber List event.

3.1.4.1 Subscriber List Input

Subscriber List input consists of identifiers for entities of interest (for example, USDOT Numbers, or other selection criteria), and a set of conditions or events which trigger a response.

The example events below show how a client might monitor certain carriers via a subscriber list.

· Carrier's safety rating changes.

· Carrier's compliance review information changes.

· Carrier's inspection selection system score changes from one range of values to another.

Similar changes may be specified for vehicles.

The system shall accept operator input consisting of entities of interest (for example, USDOT Numbers, or other selection criteria), and event criteria as the basis for defining a Subscriber List.
3.1.4.2 Subscriber List Processing
Subscriber List processing shall be performed by the system. Authoritative source systems shall pro-actively update the system whenever certain types of carrier or vehicle data change. As a result of these updates, the system shall, in turn, update the appropriate users and clients via transmittal of updated snapshots.

3.1.4.2.1 Subscriber List Trigger Process

Based on field changes within the data arriving from authoritative source systems, the system shall trigger a Subscriber List response whenever a user’s event criteria value is met or exceeded.

3.1.4.2.2 Update Event Table

The system shall provide a method of updating the current set of events and event types being monitored. The system shall do so in a manner that does not affect other lists.

3.1.4.2.3 Types of Events Monitored 

The system shall monitor two types of events.  A 'simple change' to a field, and a 'range change' to a field.

3.1.4.2.4 Determination of Event

Based on the new data from an authoritative source and the existing data in the system’s database for the same entity, the system shall determine which changes are significant and thus constitute an “event.”  The authoritative sources will not have to supply this information in the form of an “event list” or “change synopsis”.

3.1.4.2.5 Subscriber Response Time


The system shall allow a subscriber to specify whether subscriber list responses are transmitted  immediately as changes occur, or periodically, e.g. weekly, monthly, in batches.
3.1.4.3 Subscriber List Output Definition

Subscriber List output shall consist of snapshot data provided to the user whenever an event threshold has been met or exceeded.

3.1.4.3.1 Subscriber List Output

Whenever a subscriber list criteria has been met or exceeded, the system shall provide users with the appropriate snapshot in accordance with the user-specified delivery periodicity. 

3.1.4.3.2 Subscriber Baseline Data

The system shall be capable of providing requesting users a set of snapshot data that can be used to initialize their system database prior to starting subscription processing at their local site.  In some cases periodic baselines can be used in place of a subscription.  Various subscriber baseline utilities shall be supported, as defined below; additional utilities may be implemented in the future.

· The SAFETYNET 2000 Carrier Baseline utility shall generate a file that can be used by SAFETYNET 2000 to import all carrier records in the system’s database.

· The SAFETYNET 2000 Recent Carrier utility shall generate a file that can be used by SAFETYNET 2000 to import all carrier records updated after a secified date in the system’s database.

· The ICC Baseline utility shall generate a file that contains all carriers that have an ICC number for the Illinois State Interstate Commerece Commission.

· The State Subscription Baseline utility shall generate and e-mail to all subscribers all carrier snapshots in the system’s database identified by states defined for a particular subscription. 

· The USDOT Subscription Baseline utility shall generate and e-mail to all subscribers all carrier snapshots in the system’s database identified by USDOT numbers defined for a particular subscription.

· The BUS utility shall generate a file that contains all carriers that reasonably may be assumed to operate motor coaches.

· The ORACLE export utility is a COTS product that allows the creation of baseline data on an ad-hoc basis for those systems that utilize the ORACLE database.

3.1.4.4 Subscriber List Security

The Subscription List capability is available to both law enforcement and general users, as defined in section 7.1.4.  Subscriptions for general users will be established only for views that do not contain information deemed sensitive.

3.2 World Wide Web Services

The system shall be available on the World Wide Web for public access.  The site shall not track user activities across sessions or from web site to web sites.  Persistent cookies shall not be generated. The site shall include a Privacy Notice as required on all Federal Government sites. 

3.2.1 Carrier Snapshot Access

The system shall disseminate carrier snapshots to the general public (including carriers and shippers) via the Internet over the world Wide Web.  The system shall allow users to search by USDOT Number, MC/MX (Motor Carrier) Number, or carrier name.  

3.2.2 Carrier Safety Profile (CSP)
· The system shall provide a mechanism for industry and the CVO enforcement community to request and receive Carrier Safety Profiles via the Internet over the World Wide Web.  

3.2.3 Other Web Site Services

The system shall provide users with:

· SAFER overview and background information

· Topical information or news about the system

· Points of Contact information

· A link to the MCMIS Data Dissemination Program Catalog

· A link to other FMCSA sites on the World Wide Web

3.3 Administrative Functions (OPCON-Operator's Console)

The system shall include an Operator’s Console (OPCON) in graphical user interface form to simplify data and account maintenance operations to support the system’s operations.  In the subordinate requirements below, the term "user" refers to an OPCON user, who is the system administrator.

3.3.1 General Characteristics and Design Constraints

3.3.1.1 Platforms

OpCon shall be designed and implemented to be run on the Windows NT operating system.  This operating system has two versions, the server version and the workstation version.  OpCon shall be designed and implemented to run on either.


3.3.1.2 Graphical User Interface

The OpCon user interface shall conform to the principles defined by The Windows Interface Guidelines for Software Design published by Microsoft Press.  In general, this requirement should be met by utilizing, as far as possible, the normal GUI elements and tools available in the Delphi programming environment.

3.3.1.3 Databases and Data Stores

In so far as is consistent with good software design and implementation practices, the OpCon shall be implemented utilizing only the system’s primary (Oracle) database.

3.3.1.4 Security

3.3.1.4.1 Windows Security

OpCon shall be designed and implemented utilizing the Windows 32-bit operating system security model.  In particular, the OpCon shall be designed and implemented taking advantage of Windows NT Server security facilities.  The OpCon itself shall not implement security features that can be implemented utilizing standard Windows NT facilities.

The OpCon itself shall not collect system user id or password information from OpCon users and shall not store OpCon user’s passwords.

The OpCon installation shall allow (but not require) the creation of a Windows NT user group specifically for the purpose of authorizing users to run OpCon.  It shall allow (but not require) the OpCon executable and other OpCon files to be installed such that they can only be run and accessed by members of this group.  

3.3.1.4.2 Oracle Database Security

The Oracle database requires three pieces of information for establishing a connection: the Oracle user name (also called an Oracle schema name), a password, and a host string (also called a database alias or connect string).  This information is needed by OpCon to connect to the Oracle database.

The OpCon installation procedures shall allow the installer to specify the Oracle user id, password and host string for the system’s database.  This information shall be stored in a system configuration file. The OpCon shall allow a user to change the Oracle user id, password and host string.  

3.3.2 OpCon Functions

3.3.2.1 Account Management

3.3.2.1.1 Entities

3.3.2.1.1.1 Users 

The system shall allow users to be added, modified and deleted from the system.  The following information shall be stored or altered as a consequence of these operations.  

3.3.2.1.1.1.1 User Information

The system shall obtain and store the following information about a user:

ACCOUNT_ID

VARCHAR2(25)


USER_ID
VARCHAR2(25)


USERID_STRING
VARCHAR2(7)


USERID_NUMBER
NUMBER

TSO_USERID
VARCHAR2(12)

ACCT_STATUS
VARCHAR2(1)

PREV_STATUS
VARCHAR2(1)

INACTIVE_START_DATE
DATE

REASON_FOR_STATUS_CHANGE
VARCHAR2(255)

ACCESS_VIOLATION_COUNT
NUMBER

STREET1
VARCHAR2(30)

STREET2
VARCHAR2(30)

CITY

VARCHAR2(25)

STATE
VARCHAR2(2)

ZIPCODE
VARCHAR2(5)

ZIP_PLUS4
VARCHAR2(5)

COUNTRY
VARCHAR2(1)

STANDARD
VARCHAR2(50)

TRANSACTIONS
VARCHAR2(255)

USER_TYPE
VARCHAR2(1)

LAST_NAME
VARCHAR2(30)

FIRST_NAME
VARCHAR2(30)

MI

VARCHAR2(1)

PHONE
VARCHAR2(10)

EXTENSION
VARCHAR2(6)

FAX

VARCHAR2(10)

EMAIL
VARCHAR2(55)

3.3.2.1.1.1.2 User Groups

The user groups shall include Federal Law Enforcement, State Law Enforcement, and  General Users groups.  The system shall read group definitions from a configuration file. When modifying a user, the system shall be able to change a user’s group.

3.3.2.1.1.1.3 User Operating System Accounts

The OpCon shall create, modify or delete operating system accounts for the users and, optionally, the users’ subscriptions. The subscription account shall be named “user + sub”, e.g. “user1sub”.

· The OpCon operator shall choose the password arbitrarily.  The password for the user account and the user + sub account shall be the same.  The password (for both accounts) shall be able to be changed by the OpCon operator under the modify function.

· The operator shall arbitrarily choose the name of the user’s operating system account. The OpCon shall select a user name and display it to the operator, and the operator may arbitrarily modify it. 

· If an operator selects a user account that already exists, the OpCon shall inform the operator and allow the name to be changed.

3.3.2.1.1.1.4 User Relationships

· The OpCon shall require that a user be associated with an organization entity.

· The OpCon shall allow a user to be associated with one or more subscriptions.  A user may be associated with a subscription regardless of whether a “sub” account exists that user or not.

3.3.2.1.1.2 Organizations

The system shall be able to add, modify and delete organizations from the system.  The following information shall be stored or altered as a consequence of these operations.

3.3.2.1.1.2.1 Organization Information

ORG_NAME
NOT NULL VARCHAR2(55)

SUBORG_NAME
NOT NULL VARCHAR2(55)

ACCOUNT_ID
NOT NULL VARCHAR2(25)

SHORTNAME
VARCHAR2(16)

MAIL_STREET1
VARCHAR2(30)

MAIL_STREET2
VARCHAR2(30)

MAIL_CITY
VARCHAR2(25)

MAIL_STATE
VARCHAR2(2)

MAIL_ZIPCODE
VARCHAR2(5)

MAIL_ZIP_PLUS4
VARCHAR2(5)

MAIL_COUNTRY
VARCHAR2(1)

CONTACT
VARCHAR2(55)

PHONE
VARCHAR2(10)

FAX

VARCHAR2(10)

EMAIL
VARCHAR2(55)

ORG_KEYWORDS
VARCHAR2(255)

NETWORK_ADDRESS
VARCHAR2(30)

ACCT_STATUS
VARCHAR2(1)

INACTIVE_START_DATE
DATE

ID_STRING
VARCHAR2(16)

ID_NUMBER
NUMBER

ACCOUNT_$_VALUE
NUMBER(10,2)

LAST_BILL_BALANCE
NUMBER(10,2)

LAST_BILL_DUEDATE
DATE

BANK_BRANCH
VARCHAR2(55)

BANK_NAME
VARCHAR2(55)

BANK_ACCOUNT_ID
VARCHAR2(30)

3.3.2.1.1.2.2 Organization Relationships

An organization shall be associated with at least one user.  See user organization under relationships below.

3.3.2.1.1.3 Subscriptions

The system shall be able to add, modify and delete Subscriptions.  The following information shall be stored or altered as a consequence of these operations.

3.3.2.1.1.3.1 Subscriptions Information

SUBSCRIPTION_ID
NOT NULL NUMBER(38)

ENTITY
NUMBER(38)

DATA_TYPE
NUMBER(38)

SUBSCRIPTION_NAME
VARCHAR2(25)

DESCRIPTION
VARCHAR2(255)

PROCESS_TIME_TYPE
NUMBER(38)

EVENT_MASK
VARCHAR2(256)

RANGES_MASK
VARCHAR2(256)

MODIFICATION_DATE
DATE

3.3.2.1.1.3.2 Subscriptions Relationships

· A subscription shall  be associated with one or more users.

3.3.2.1.2 Relationships

3.3.2.1.2.1 Subscription Registration

OpCon shall allow users to be associated with one or more subscriptions.  Establishing this relationship is called “registering” a user to a subscription.  A subscription shall  be associated with one or more users.  A subscription cannot exist without a user being registered to it.  The following information shall be stored or altered as a consequence of establishing this relation.

3.3.2.1.2.1.1 Subscription Registration Information

SUBSCRIPTION_ID
NOT NULL NUMBER(38)

ACTIVE_FLAG
NUMBER(38)

ORG_ID
VARCHAR2(25)

USER_ID
NOT NULL VARCHAR2(25)

TP_ID

VARCHAR2(25)

MEDIA_TYPE
NUMBER(38)

PRODUCT_FORMAT
NUMBER(38)

VIEW_NAME
VARCHAR2(25)

VIEW_VERSION
NUMBER(38)

DESTINATION_ADDRESS
VARCHAR2(1024)

MAX_BUNDLE
NUMBER(38)

COMPRESSION_TYPE
NUMBER(38)

RESPONSE_EDI_VERSION
VARCHAR2(25)

3.3.2.1.2.2 User Organization

The system shall associate a user with one and only one organization.  A user must be associated with an organization.  An organization does not have to be associated with any users. The relationship shall be established using the organization’s ACCOUNT_ID as a foreign key in the user account information.

3.3.2.2 OPCON COTS Access

OpCon shall provide operators with the ability to access specific commercial off-the-shelf  (COTS) system administration tools from within the OPCON GUI, for instance, NT operating system tools.
3.4 User Activity Logging

Definition:
The system shall log significant user activity and provide a mechanism for generating reports for operations management.  The table below defines which events are considered significant.

Information:

The following information shall be collected for each significant event:


TRANSACTION_ID

VARCHAR2(30),


TRANSACTION_DATE
DATE,


TRANSACTION_TYPE
VARCHAR2(25),


ORG_ID


VARCHAR2(25),


USER_ID


VARCHAR2(25),


ENTITY_TYPE

INTEGER,


DATA_TYPE


INTEGER,


DATA_QUANTITY

INTEGER,


GENERIC_1


VARCHAR2(256),


GENERIC_2


VARCHAR2(256),


GENERIC_3


VARCHAR2(256)

This information can be used to generate reports as may be required for operations and maintenance tracking.  The following table explains the information available in each field for the various transaction types.  Note that the fields “Generic 1,” “Generic 2,” and “Generic 3” can be used to store information that is specific to a particular transaction without having to define specific fields that are useful for only one transaction type.  The table below will give a definition as to what each “generic” field means give the transaction type.

	Transaction Type
	Entity Type
	Data Type
	Generic 1
	Generic 2
	Generic 3

	Query
	Carrier
	Snapshot
	Date and Time
	DOT Number
	(Not Used)

	Query
	Inspection
	ASPEN IR
	Date and Time
	IR Number + 

License Plate Number + 

License Plate State
	Either Query ID or “Inspection Report Not Found”

	Query
	Inspection
	IR
	Date and Time
	IR Number + 

License Plate Number + 

License Plate State
	Either Query ID or “Inspection Report Not Found”

	Update
	Inspection
	ASPEN IR
	Date and Time
	IR Number
	Not Used

	Update
	Inspection
	IR
	Date and Time
	IR Number
	Not Used


The Query ID included in Generic 3 for inspection report (PIQ) queries indicates all those inspection reports sent back in response to a single query.
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4 EXTERNAL INTERFACE REQUIREMENTS
4.1 Minimum User Resources

Users shall be capable of accessing the system with the following minimum hardware and software configuration:

· A completed, approved application for a user account.

· A computer system running the Windows 95, 98 or NT operating systems.

· The ability to connect to the one or more of the wide area network(s) supported by the SAFER system installation at the Volpe Center.

· Interface software compatible with the interface definitions specified in the SAFER Interface Control Document.
4.2 Network Connectivity Definition

Electronic data interchange operations shall be performed via  one or more national wide area networks supported by the Volpe Center for SAFER operations.  Users shall access the system using standard SMTP/POP3 communications software.  
4.3 SAFER Network  Access

4.3.1 Server / Firewall Setup

4.3.1.1 HTTP (Web Page)

The system shall support HTTP access to the SAFER Web Page through a standard Internet connection.
4.3.1.2 PPTP Port Accessibility

The system shall support PPTP (point-to-point tunneling protocol) connections over the Internet. Internet Service Provider (ISP) or Internet leased line connections shall be supported.  PPTP access will be replaced by Internet Protocol Security (IPSec) access in future installations of the SAFER system.

4.3.1.3 Internet Protocol Security (IPSec)
The system shall support virtual private network connections over the Internet through the use of Internet Protocol Security (IPSec).

4.3.1.4 User Name/Password

The system shall configure the user’s NT user name and password so it can be used to make all network connections requiring authentication, for instance, PPTP, IPSec, POP3.  Whenever possible the system shall support a single user id and single password for all SAFER user interactions.
4.3.1.5 AAMVAnet Frame Relay

The system shall support AAMVAnet frame relay and multi-protocol network connections.

4.3.1.6 FTS2001 Federal Network Support

The system shall support FTS2001 network connections.
4.3.1.7 Verizon Network Support

The system shall support Verizon network connections for cellular digital packet data (CDPD) users.  In the future, CDPD users will be encouraged to connect to SAFER directly over the Internet via IPSec.

5 PERFORMANCE REQUREMENTS
5.1 User Connectivity

The system shall have the capability of processing concurrent user requests.  The maximum number of concurrent requests shall be configurable by the system administrator.
5.2 Snapshot Response

The system shall provide either an immediate or a delayed queued response to a snapshot request.
5.3 Profile Response

The system shall respond to user carrier profile requests within a period not to exceed 72 hours of the initial request.
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6 DESIGN CONSTRAINTS
6.1 Privacy Considerations

The system shall ensure that all right-to-privacy laws are observed.
6.2 Development Timeframes

The system shall be designed to support release of multiple “build” versions across several planning phases.

6.3 CVISN Architecture
The system shall be designed and developed in a manner consistent with the CVISN Architecture.
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7 SYSTEM REQUIEMENTS
7.1 Security

The system shall ensure that the privacy of information about individuals shall be protected and maintained. 
7.1.1 Data Integrity and Security
The system shall be secure from unauthorized modification of data and other system entities.
7.1.2 Controlled Access

The system shall only allow access to authorized users.  The system will authenticate users to determine their authorization level.

7.1.2.1 User Access Violations

The system shall maintain a log of user access violations to support system security functions.
7.1.3 Data Access

The system shall provide the capability of restricting user access to restricted safety data and user account information.
7.1.4 Privacy Requirements

The system shall comply with all applicable privacy laws.

The system shall not store or forward the full social security number of any individual.  Only the last four digits of an individual’s social security number shall be stored and retrieved.  This requirement applies only to an individual’s social security number; the tax payer ID of a corporate entity that is not an individual’s social security number need not be so protected.

The system shall not forward the transponder ID of any vehicle recorded in the system to any user unless specifically authorized to do so by the registrant of the vehicle.  Registrants may authorize the system to send transponder identifiers to those users who represent jurisdictions in which the registrant wants to operate the vehicle and participate in an electronic screening program.  If not so authorized, the transponder ID shall not be sent.

The system shall classify users into groups identified as law enforcement users and general users.  Law enforcement users are those that, as agents of a federal, state or local government, are charged with the regulation of commercial vehicle operators and owners or for the enforcement of laws, rules and regulations pertaining to them.  General users are those associated with industry that finds the information in the system useful for supporting their business requirements.

The system shall prevent general users (as defined above) from accessing any information defined as sensitive by either the privacy act or as so designated by FMCSA.

The system shall not support searches for information based on an individual’s name or a personal identification number, such as a driver’s name or commercial driver’s license number.  

7.2 Reliability Requirements

Definition:
The "reliability" requirements describe general system requirements for availability, reliability, reusability and maintainability.
7.2.1 Maintainability

7.2.1.1 Modularity

The system software shall be written using modular and structured techniques as defined in the Software Development Plan (SDP).
7.2.1.2 Configuration Control

The system software shall be maintained using configuration control techniques as defined in the SAFER System Software Control and Release documentation.
7.2.2 Reusability

The system shall be developed taking maximum advantage of commercially available software and re-useable code.
7.2.2.1 EDI Translation

The system shall employ a commercially available EDI Translator. 

7.2.2.2 Database

The system shall employ the Oracle database server.

7.2.2.3 Communications

The system shall employ a commercially available software library for communications protocols such as POP3 and SMTP.

7.2.3 Software Validation

The system software shall be validated by developing and using organized test procedures as defined in the SAFER / CVIEW Version 2.0 Test Design Specification.
7.2.4 System Backup

The system shall be capable of being protected by executing appropriate industry standard backup procedures.
7.2.5 Availability

The system shall be available on a relatively continuous basis.  The system shall be maintained without significantly degrading system availability .
7.3 Data Currency

The system shall ensure that data, as provided to the system, is as current as possible given the update rate of various authoritative sources.
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8 OTHER REQUIREMENTS
8.1 Error Detection

The system shall provide for the detection of and timely recovery from errors.  The system shall perform error tracing, error printing/display and termination of affected input/output processes.
8.2 System Management
The system shall have an audit trail of all significant system activity. The audit trail shall include, as a minimum, the following items:
· Significant User activity (see section 3.4 above).

· Significant OpCon activity.

· Significant security related events.
8.2.1 Automated Logs
The system shall employ automated tools to manage/maintain various audit trail logs. These tools may be accessed:  through OpCon; through command line execution; or, in the case of COTS utilities, as provided for by the manufacturer.
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