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Web

Security Issues for Web Users

and Providers



[image: image2.wmf]Scramble to Fix Computer

Security Flaws

•

By SARA ROBINSON, August 3, 1999

Three giants of the computer industry

Microsoft, Hewlett-Packard and

Compaq Computer -- found themselves

scrambling today to address a rash of

serious security vulnerabilities in

software designed to interact with

Microsoft's Internet Explorer Web ...



[image: image3.wmf]Secure or Not, the Internet Has

Become a Part of Life's Routine

•

By AMY HARMON - February 13, 2000

“When Jon Tara first heard that

unknown vandals with unclear motives

had managed to sabotage several of

the Internet's most prominent

businesses last week, the San Diego

software engineer posted a probing

message to an online investing

forum…”



[image: image4.wmf]Britain Closes Web Site

With Spies' Names

•

By WARREN HOGE - May 14, 1999

“An embittered former British spy has

used the Internet to make public the

names of a large number of secret

agents, but officials in London said

today that the Web site had been shut

down and that no duplicates had

surfaced…”



[image: image5.wmf]New Security Fears As Hackers

Disrupt 2 Federal Web Sites

•

By MICHAEL JANOFSKY - May 29,

1999 “An enduring cat-and-mouse

game between Federal agents and

computer hackers took a novel twist this

week as the hackers turned on their

pursuers, disrupting the Web sites of

the Federal Bureau of Investigation and

the United States Senate…”



[image: image6.wmf]HacK, CouNterHaCk

•

By Bruce Gottlieb - October 3, 1999

''Would you like to see how to knock

someone off the Web?'' Silicosis asks.

Sili, as he is known, is a slim young

man with serious eyes set deeply into a

delicate face. He's the newest member

of a hacker collective known as L0pht

(pronounced ''loft'‘) …”



[image: image7.wmf]Web Attacks Might Have

Many Sources

•

By MATT RICHTEL and SARA

ROBINSON - February 11, 2000

“Computer security experts said today

that evidence now suggests that the

three days of attacks on leading Web

sites may have been the work of more

than one person or group. The analysis

that more than one group was at work…”



[image: image8.wmf]Are there real Web Security

Issues?

Obviously
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[image: image10.wmf]Who needs to be concerned?

•

Each and every Web Host

•

Each and every Web Content Provider

•

As a provider you may have ethical and legal

issues

•

At a minimum you are at risk of embarrassment

•

Each and every Web Site User

•

It doesn’t matter if you use Netscape or Microsoft’s

Internet Explorer

•

The problems are real either way, although they

may be different



[image: image11.wmf]Issues and Responsibilities

for the Web User



[image: image12.wmf]What are the issues for Web

users?

•

Damage may be done to your computer.

•

Information may be stolen from your

computer.

•

Information that you provide to Web sites may

be wrongly used or distributed.

•

You may receive misinformation from web

sites.

•

You may receive stolen property from web

sites.

•

You may not be able to get the service you

need.



[image: image13.wmf]How can a hacker steal or

damage my information?

•

Hacker’s Goal: Install or run a program

on your computer

•

Approach: Run a script (“active content”)

through the browser (CGI, Java Applet,

ActiveX, JavaScript) or cause you to run

a program (a .COM, .BAT, .EXE, or a

document with macros)

•

Damage: Destroy information with a

virus or plant a program that provides a

conduit to steal information



[image: image14.wmf]How do I protect my

computer?

•

Keep an up-to-date backup of key data

•

Keep your documents in one place (e.g., My

Documents) and back that up every day

•

Don’t worry as much about application software

(e.g., Windows, Word, etc.) – you can always

reinstall that

•

If you have any sensitive or valuable

information

•

Either store that information on removable disks

(floppy, Zip, etc.) and lock it up, or

•

Encrypt any sensitive information on your hard

disk



[image: image15.wmf]How do I protect my

computer?

•

Run virus protection software and keep the

virus definitions up to date

•

Try not to visit questionable sites

•

Stick to the sites you need, know, and trust

•

Don’t surf

•

Be very careful when downloading and

running programs

•

If possible, don’t do it

•

Don’t “click” on programs you get through E-mail



[image: image16.wmf]Summary: Recommend that

Your Web Users…

•

Treat active content as suspicious and

potentially dangerous

•

Stick to the web sites they know, trust,

and need

•

Avoid downloading and running

executable programs

•

Keep security controls, such as

certificates, in place



[image: image17.wmf]Issues and Responsibilities

for the Web Host and Web

Content Provider



[image: image18.wmf]Network Architecture Can

Enhance the Host’s Security
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This architecture has

several security layers:

ü

Web servers are in

a DMZ separate from

any internal networks

ü

Web servers are

isolated on own subnet

ü

Address

translation provides

private address space

for Web servers



[image: image19.wmf]Summary: Your Web Host

Should…

•

Have a published security and privacy

policy

•

Use good physical security

•

Configure servers properly

•

Administer the servers for security with

the latest patches



[image: image20.wmf]Keeping the Server Secure

•

Rule #1: Don’t do development on the web

server!

•

Web site development should be done in a

development environment

•

Port code to the server after extensive testing

•

Take footprints and look for unexpected

changes

•

Take a snapshot of the working server with a tool

like TripWire

•

Periodically compare the server to the snapshot

•

Investigate unexpected changes



[image: image21.wmf]References

•

SANS Security, “Fundamentals of Web Security,”

presented at SANS Security Conference by John

Stewart and Dave 

Kensiski

, December 13, 1999

•

Hacking Exposed: Network Security Secrets and

Solutions

, by Stuart McClure, Joel 

Scambray

, and

George Kurtz, published by Osborne, 1999

•

Hacker Proof

, by Lars 

Klander

, JAMSA Press, 1997,

Chap. 6, 7, and especially 19

•

Go to the World Wide Web Consortium at

http://www.w3.org

 and search on “security”



[image: image22.wmf]Network Architecture Can

Enhance the Provider’s Security
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[image: image23.wmf]Summary: Your Web Content

Provider Should…

•

Treat web content like software and use

good systems for review,

documentation, change, publication,

and testing

•

Test code thoroughly before production

•

Have one person who releases

production code

•

Have one Web Master (a different

person) who installs production code



[image: image24.wmf]More detail follows on Host

and Content Provider security

issues



[image: image25.wmf]Issues and Responsibilities

for the Web Host



[image: image26.wmf]Web Host: Make or Buy

Decision

•

Should we provide our own web

servers?

•

More control, tailored and tuned to our

requirements (security and performance)

•

Significant overhead and responsibility

•

Should we buy this service?

•

Many organizations in the business: Digital

Nations; BBN/GTE; Digital Island; AT&T

•

Those heavily involved as service

providers, particularly for E-Commerce,

have a strong vested interest in security



[image: image27.wmf]What security can we expect

from our host?

•

Very difficult to mandate a specific

security solution

•

Requirements are difficult to construct

without detailed knowledge of vendor’s

architecture

•

Many reasonably safe solutions; no

absolutely safe solution

•

Probably should be an evaluation

criteria for source selection



[image: image28.wmf]Policies are the Basis for

Security

•

Web host must have a written Privacy policy

•

Under what circumstances will they distribute

information about clients

•

See 

http://www.TRUSTe.org

•

Web host should have a written and

published security policy

•

You should ask for both of these policies as

part of any RFP for web services



[image: image29.wmf]Physical Security for Web

Servers

•

Protected from unauthorized physical

access

•

Located in a locked room with limited

access

•

Located on a secure site with 24x7 security

•

Protected with power-on passwords

•

Protected from water, fire, and theft

•

Protected with clean power and standby

power



[image: image30.wmf]How is your web site spread

between host servers?

•

There are distinct advantages for you if you

have one or more dedicated servers for your

site

•

Multiple servers are more robust

•

Less susceptible to denial of service attacks

•

Avoid sharing a server with a prime hacker target

•

This is more expensive for the host provider,

so it may be more costly for you

•

One cost-effective solution may be your own

“slice” of a mainframe web server



[image: image31.wmf]Proper Server Configuration and

Administration is Most Important

•

Web servers are designed for outside

access, so blocking the path to the

server is not an option

•

Three considerations for server

defense:

(1) Which web server

(2) Which operating system

(3) How is security administered?

•

The last of these is by far the most

important



[image: image32.wmf]Which web server software is

more secure?

•

The main key is whether or not the web

server software has to run as a privileged

application

•

Of the big three

•

Apache is great for security because it does not

run in a privileged mode

•

Netscape Server runs privileged but has a good

security reputation

•

Microsoft Information Index Server (IIS) both runs

privileged and has a poor reputation

•

IBM Web Sphere on OS/390 is potentially

very secure



[image: image33.wmf]Which operating system is

more secure?

•

IBM’s OS/390 is far more secure than

UNIX or NT

•

Only economical at large scale

•

Big role in E-Commerce

•

Both UNIX and NT can be made secure

with proper administration, configuration,

and tools



[image: image34.wmf]Key Points for Operating

System Security

•

Install all security patches promptly

•

Carefully control account access

•

No unattributed accounts; e.g., root logons

•

No Guest accounts

•

Limit privileges to only those needed

•

Don’t share web server with other

applications

•

Pay attention! Log access and examine

the logs for security problems



[image: image35.wmf]Run Only Those Services Needed for

Web on the Web Server

•

On NT run

•

Server, TCP/IP, and WebServer

•

If required, RPCBind and Domain Authentication

•

On UNIX some replacements of infamous services

can increase security

•

Run the latest version of the

 Perl

 5 scripting language

•

Run the latest version of 

Xntpd

, network time protocol

•

Run the latest version of DNS (domain name services)

•

Run PRO FTP if a File Transfer Protocol server is required

•

Wietse’s replacements for rpcbind and the infamous UNIX

mail program 

sendmail



[image: image36.wmf]Use Security Tools to Help;

Keep Up With the Bug Tracks

•

Security monitoring tools should be part

of a security architecture

•

Some common tools include

•

Tripwire 

(

ftp://coast.cs.perdue.edu/pub/COAST/Tripwire/

)

•

COPS 

(

ftp://ftp.cert.org

)

•

Swatch 

(

ftp://ftp.standford.edu.general/security-

tools/swatch

)

•

One has to keep up with the security bugs that are

constantly discovered

•

http://www.ntsecurity.net

•

http://www.sans.org/

•

http://www.cert.org/

nav

/training.html#

infosecurity



[image: image37.wmf]Issues and Responsibilities

for the Web Content

Provider



[image: image38.wmf]What are the concerns for

Web Content Providers?

•

Information meant to be private may be

stolen from your site.

•

Your site may be used to present

misinformation.

•

Your site may be damaged or destroyed.

•

Access may be disrupted (Denial of Service).

•

Your site (or intended site) might be used to

cause damage to or steal information from

your users.



[image: image39.wmf]Is the content secure?

•

All the host security is of no value if the

content is not secure:

•

Who is authorized to place content on

your web site?

•

Under what rules do they operate?

•

What types of tools and languages are

they allowed to use?



[image: image40.wmf]Develop On a Test Environment

•

The ability to compose HTML with

Notepad does not make one a Web

Master

•

Do not develop on the Web Host Server

•

Test all code thoroughly before it is

ported to the web server

•

Only one or two Web Masters should

have authority to port code to the Web

Host



[image: image41.wmf]Quality Control for Content

•

Get code reviews in place: Peer review

and senior review

•

Have a single approval authority for

production code

•

Have a single web master for placing

code in production

•

Implement change control for content

•

Monitor code footprint for changes



[image: image42.wmf]Not All Content is Safe

•

Active X controls can be spoofed into real

controls which can attack client machines

•

Java and (especially) JavaScript have active

hacker exploitation

•

Neither Active X nor Java Script are confined

to their own “sandbox”

•

Both Java and Active X support third-party

certificates to guarantee original code:

“Original” is not the same as “safe.”
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[image: image43.wmf]Wide Open to the World’s

Web

Security Issues for Web Users

and Providers

[image: image44.wmf]Scramble to Fix Computer

Security Flaws

•

By SARA ROBINSON, August 3, 1999

Three giants of the computer industry

Microsoft, Hewlett-Packard and

Compaq Computer -- found themselves

scrambling today to address a rash of

serious security vulnerabilities in

software designed to interact with

Microsoft's Internet Explorer Web ...

[image: image45.wmf]Secure or Not, the Internet Has

Become a Part of Life's Routine

•

By AMY HARMON - February 13, 2000

“When Jon Tara first heard that

unknown vandals with unclear motives

had managed to sabotage several of

the Internet's most prominent

businesses last week, the San Diego

software engineer posted a probing

message to an online investing

forum…”

[image: image46.wmf]Britain Closes Web Site

With Spies' Names

•

By WARREN HOGE - May 14, 1999

“An embittered former British spy has

used the Internet to make public the

names of a large number of secret

agents, but officials in London said

today that the Web site had been shut

down and that no duplicates had

surfaced…”

[image: image47.wmf]New Security Fears As Hackers

Disrupt 2 Federal Web Sites

•

By MICHAEL JANOFSKY - May 29,

1999 “An enduring cat-and-mouse

game between Federal agents and

computer hackers took a novel twist this

week as the hackers turned on their

pursuers, disrupting the Web sites of

the Federal Bureau of Investigation and

the United States Senate…”

[image: image48.wmf]HacK, CouNterHaCk

•

By Bruce Gottlieb - October 3, 1999

''Would you like to see how to knock

someone off the Web?'' Silicosis asks.

Sili, as he is known, is a slim young

man with serious eyes set deeply into a

delicate face. He's the newest member

of a hacker collective known as L0pht

(pronounced ''loft'‘) …”

[image: image49.wmf]Web Attacks Might Have

Many Sources

•

By MATT RICHTEL and SARA

ROBINSON - February 11, 2000

“Computer security experts said today

that evidence now suggests that the

three days of attacks on leading Web

sites may have been the work of more

than one person or group. The analysis

that more than one group was at work…”

[image: image50.wmf]Are there real Web Security

Issues?

Obviously

[image: image51.wmf]The Model for Web Services
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[image: image52.wmf]Who needs to be concerned?

•

Each and every Web Host

•

Each and every Web Content Provider

•

As a provider you may have ethical and legal

issues

•

At a minimum you are at risk of embarrassment

•

Each and every Web Site User

•

It doesn’t matter if you use Netscape or Microsoft’s

Internet Explorer

•

The problems are real either way, although they

may be different

[image: image53.wmf]Issues and Responsibilities

for the Web User

[image: image54.wmf]What are the issues for Web

users?

•

Damage may be done to your computer.

•

Information may be stolen from your

computer.

•

Information that you provide to Web sites may

be wrongly used or distributed.

•

You may receive misinformation from web

sites.

•

You may receive stolen property from web

sites.

•

You may not be able to get the service you

need.

[image: image55.wmf]How can a hacker steal or

damage my information?

•

Hacker’s Goal: Install or run a program

on your computer

•

Approach: Run a script (“active content”)

through the browser (CGI, Java Applet,

ActiveX, JavaScript) or cause you to run

a program (a .COM, .BAT, .EXE, or a

document with macros)

•

Damage: Destroy information with a

virus or plant a program that provides a

conduit to steal information

[image: image56.wmf]How do I protect my

computer?

•

Keep an up-to-date backup of key data

•

Keep your documents in one place (e.g., My

Documents) and back that up every day

•

Don’t worry as much about application software

(e.g., Windows, Word, etc.) – you can always

reinstall that

•

If you have any sensitive or valuable

information

•

Either store that information on removable disks

(floppy, Zip, etc.) and lock it up, or

•

Encrypt any sensitive information on your hard

disk

[image: image57.wmf]How do I protect my

computer?

•

Run virus protection software and keep the

virus definitions up to date

•

Try not to visit questionable sites

•

Stick to the sites you need, know, and trust

•

Don’t surf

•

Be very careful when downloading and

running programs

•

If possible, don’t do it

•

Don’t “click” on programs you get through E-mail

[image: image58.wmf]Summary: Recommend that

Your Web Users…

•

Treat active content as suspicious and

potentially dangerous

•

Stick to the web sites they know, trust,

and need

•

Avoid downloading and running

executable programs

•

Keep security controls, such as

certificates, in place

[image: image59.wmf]Issues and Responsibilities

for the Web Host and Web

Content Provider

[image: image60.wmf]Network Architecture Can

Enhance the Host’s Security
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This architecture has

several security layers:

ü

Web servers are in

a DMZ separate from

any internal networks

ü

Web servers are

isolated on own subnet

ü

Address

translation provides

private address space

for Web servers

[image: image61.wmf]Summary: Your Web Host

Should…

•

Have a published security and privacy

policy

•

Use good physical security

•

Configure servers properly

•

Administer the servers for security with

the latest patches

[image: image62.wmf]Keeping the Server Secure

•

Rule #1: Don’t do development on the web

server!

•

Web site development should be done in a

development environment

•

Port code to the server after extensive testing

•

Take footprints and look for unexpected

changes

•

Take a snapshot of the working server with a tool

like TripWire

•

Periodically compare the server to the snapshot

•

Investigate unexpected changes

[image: image63.wmf]Network Architecture Can

Enhance the Provider’s Security
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Web Content Provider

Architecture:

ü

Replicate Active

Content in a DMZ

ü

Keep outside

users off of Internal

Network

ü

Request Broker

services transactions

only from Web Host

Internet

Router

Master

Dynamic

Content

[image: image64.wmf]Summary: Your Web Content

Provider Should…

•

Treat web content like software and use

good systems for review,

documentation, change, publication,

and testing

•

Test code thoroughly before production

•

Have one person who releases

production code

•

Have one Web Master (a different

person) who installs production code

[image: image65.wmf]More detail follows on Host

and Content Provider security

issues

[image: image66.wmf]Issues and Responsibilities

for the Web Host

[image: image67.wmf]Web Host: Make or Buy

Decision

•

Should we provide our own web

servers?

•

More control, tailored and tuned to our

requirements (security and performance)

•

Significant overhead and responsibility

•

Should we buy this service?

•

Many organizations in the business: Digital

Nations; BBN/GTE; Digital Island; AT&T

•

Those heavily involved as service

providers, particularly for E-Commerce,

have a strong vested interest in security

[image: image68.wmf]What security can we expect

from our host?

•

Very difficult to mandate a specific

security solution

•

Requirements are difficult to construct

without detailed knowledge of vendor’s

architecture

•

Many reasonably safe solutions; no

absolutely safe solution

•

Probably should be an evaluation

criteria for source selection

[image: image69.wmf]Policies are the Basis for

Security

•

Web host must have a written Privacy policy

•

Under what circumstances will they distribute

information about clients

•

See 

http://www.TRUSTe.org

•

Web host should have a written and

published security policy

•

You should ask for both of these policies as

part of any RFP for web services

[image: image70.wmf]Physical Security for Web

Servers

•

Protected from unauthorized physical

access

•

Located in a locked room with limited

access

•

Located on a secure site with 24x7 security

•

Protected with power-on passwords

•

Protected from water, fire, and theft

•

Protected with clean power and standby

power

[image: image71.wmf]How is your web site spread

between host servers?

•

There are distinct advantages for you if you

have one or more dedicated servers for your

site

•

Multiple servers are more robust

•

Less susceptible to denial of service attacks

•

Avoid sharing a server with a prime hacker target

•

This is more expensive for the host provider,

so it may be more costly for you

•

One cost-effective solution may be your own

“slice” of a mainframe web server

[image: image72.wmf]Proper Server Configuration and

Administration is Most Important

•

Web servers are designed for outside

access, so blocking the path to the

server is not an option

•

Three considerations for server

defense:

(1) Which web server

(2) Which operating system

(3) How is security administered?

•

The last of these is by far the most

important

[image: image73.wmf]Which web server software is

more secure?

•

The main key is whether or not the web
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production code
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hacker exploitation
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Summary: Recommend that Your Web Users…

Treat active content as suspicious and potentially dangerous

Stick to the web sites they know, trust, and need

Avoid downloading and running executable programs

Keep security controls, such as certificates, in place



As web users, it is best to stay a little paranoid.  Stick to the sites you know, trust, and need.  Be particularly careful about downloading and running programs on your computer.  Keep your browser configured for security.
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Issues and Responsibilities for the Web Host
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Which operating system is more secure?

IBM’s OS/390 is far more secure than UNIX or NT

Only economical at large scale

Big role in E-Commerce

Both UNIX and NT can be made secure with proper administration, configuration, and tools



Small to medium web sites are hosted mostly on various flavors of UNIX or on NT.  Apache, IIS, and Netscape will all run on NT.  Apache and Netscape will run on UNIX as well.  Websphere will only run on an IBM Mainframe.  As we have said, we don’t have a lot of experience with Websphere, but extensive experience with IBM’s OS/390 operating systems for mainframes tells us that OS/390 is very secure.  

Both UNIX and NT can be made secure with proper configuration, careful administration, and a few tools to monitor security.
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Issues and Responsibilities for the Web Content Provider





Our focus up to this point has been on the web host, that is the company or organization that provides the computers, software, and network connection that implement a web site.  This next section focuses on the web content provider.  That is the organization or company that provides the content that goes on the web server.  All the host-side security will not help, if the provider loads problem content.
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Is the content secure?

All the host security is of no value if the content is not secure:

Who is authorized to place content on your web site?

Under what rules do they operate?

What types of tools and languages are they allowed to use?



Content is the information, forms, and controls that the user sees and with which the user interacts when he or she visits your web site.  The computer, operating system, web server, and communications can all be bought as off-the-shelf products.  Your content is unique and has to be developed for your site.  (There are, of course, tools that can help you develop content more easily, and you don’t have to write all of the code from scratch.)

Most of the host-side security is concerned with keeping unauthorized people from damaging or changing the content AFTER it is published.  Most of the web site provider side security is concerned with making sure content is secure before it is published.  

First you have to identify who is responsible for this job.  Who in fact, is even allowed to place content on your web site?  What are the rules they must follow, and what tools and languages are they allowed to use?
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Quality Control for Content

Get code reviews in place: Peer review and senior review

Have a single approval authority for production code 

Have a single web master for placing code in production

Implement change control for content

Monitor code footprint for changes



The biggest problem you are likely to have with your web site is the many things you and your content developers do to break the site.  Because web content is viewed as dynamic, there is a misconception that it is not subject to the usual rules of good software development.  This is false.  Web content should be subjected to code reviews by peers and supervisors.  One person should be responsible for signing in blood that the code is ready for production.  And one person, usually designated the web master should be responsible for placing production code and content on the web site.  Moreover, it is just as important to have change control on the code and many of the common development tools can help you with web development as well.  Once code or content is placed in production, you can check its footprint and monitor that footprint for changes.  This is a good way to protect your content from misinformation and hacking.  There are tools available to do this monitoring for you.
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References
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For this presentation, I have borrowed heavily from the books “Hacker Proof” by ? and “Hacking Exposed” by Stuart McClure, Joel Scambray, and George Kurtz.  I’ve borrow most heavily from the System Administration and Network Security (SANS) course, “Fundamentals of Web Security” by John Stewart and Dave Kensiski.  If anyone wants to understand information system security – go to SANS.
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Not All Content is Safe

Active X controls can be spoofed into real controls which can attack client machines

Java and (especially) JavaScript have active hacker exploitation

Neither Active X nor Java Script are confined to their own “sandbox”

Both Java and Active X support third-party certificates to guarantee original code: “Original” is not the same as “safe.”



A fellow at APL has a web site (for demonstration only).  If you click on his web site, a program runs on your computer which finds, uploads, then modifies your tax records.  A second program finds Quicken, uploads all of your account numbers, and balances.  His web site uses what is called “active content.”  Active content simply means that programs are being downloaded to the client system and caused to execute on the clients local machine.  This is a very useful and potentially dangerous advance.  All of the security problems with active content are not yet understood.  There are three types of active content: Java; Active X, and Java Script.  Of these Java Script (which really has nothing to do with the Java language) and Active X are the most dangerous.  That is because these programming languages are not confined within the client’s computer: We say they do not have their own sandbox.  Java, by contrast, has its own sandbox and, supposedly, cannot play outside that sandbox.  

One remediation for active content is the certificate.  A third party verifies that the active content a person is about to download is indeed the content which a provider registered with that third-party certificate authority.  You might see a message that says, “This content certified by Microsoft Corporation.”  Certificates are a useful step, but not a complete way to protect against the dangers of active content.  The certificate simply guarantees that active control is indeed provided by the right organization.  It doesn’t guarantee that it works or that it won’t break your computer.  Also, many people turn off certificates and just trust everybody.  We have a long way to go before active content is safe.
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Develop On a Test Environment

The ability to compose HTML with Notepad does not make one a Web Master

Do not develop on the Web Host Server

Test all code thoroughly before it is ported to the web server

Only one or two Web Masters should have authority to port code to the Web Host



In the early days of the World Wide Web everyone was a content author.  Mostly this was amateurs writing HTML code with some text editor.  Fortunately, this is calming down and web content is increasingly being written by trained professionals.  However, computer code of any significant complexity is bound to have errors until it is tested and corrected (we say debugged).  Therefore it is very important that code not be developed directly on the web server.  We don’t want an error to crash the web server or mess up some user’s browser.  (In terms of information content, the problem may be more like document review: Make sure that the information published is the official party line.)  Before HTML code is ported to the web server, test it thoroughly.  Centralize that quality control, so that one or two “web masters” have the authority to publish production code and the responsibility to confirm that it is free of errors before it is published.
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What are the concerns for Web Content Providers?

Information meant to be private may be stolen from your site.

Your site may be used to present misinformation.

Your site may be damaged or destroyed.

Access may be disrupted (Denial of Service).

Your site (or intended site) might be used to cause damage to or steal information from your users.



As the party whose name is associated with a web site, there are several security concerns that you need to consider.  Perhaps most important, if you collect sensitive information from your customers, are you sure that the information is protected from unwanted disclosure?  In some cases, sites have been used to distribute misinformation.  Fortunately, so far, these problems have been blatant and, therefore, easily detected.  For example, the one government home page was replaced with a banner urging that we free Kevin Mitnick.  It would be potentially much more damaging, for someone to replace subtle, but critical data products.  Some hackers or well-meaning, but less careful administrators may damage portions or all of your site.  We are going to talk about the importance of up-to-date backup material to recover from damage.  Recently, we saw a rash of denial of service attacks, at Yahoo, MSNBC, and others.  This is an attack by which one or more users floods a web site with requests, thereby preventing legitimate customers from accessing the site.  Finally, your web site might be co-opted or even replaced and used as a tool to cause damage to or steal information from end users.  We speak of  “hi-jacking” sessions, which may be a term familiar to this audience.
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Run Only Those Services Needed for Web on the Web Server

On NT run 

Server, TCP/IP, and WebServer

If required, RPCBind and Domain Authentication

On UNIX some replacements of infamous services can increase security 

Run the latest version of the Perl 5 scripting language

Run the latest version of Xntpd, network time protocol

Run the latest version of DNS (domain name services)

Run PRO FTP if a File Transfer Protocol server is required

Wietse’s replacements for rpcbind and the infamous UNIX mail program sendmail



On NT systems, you will, of course, need to run the NT operating system software; you will have to run the protocol for communication on the web; that is Transmission Control Protocol/Internet Protocol (TCIP/IP), and you will hve to run the web server software (such as Apache).  Run as little else as possible.  You might have to run include Remote Procedural Call Bind (rpcbind) to gain access to some service, for example, time keeping, on the network.  And if your site requires authorization to gain access, you will need Domain Authentication.  

In UNIX, there are some infamous services.  It is good to replace the vanilla versions of these services with more secure services.  Perl is the UNIX scripting language.  XNTPD is the network time protocol.  It is important to have the latest releases of both.  It is also important to get the latest version of Domain Name Services as well as the latest fixes. Pro FTP is a good replacement for file transfer protocol, if you need FTP.  Wietse has written replacements for rpcbind and for sendmail.  Sendmail is one of the worst UNIX applications, with over a million lines of code that no one understands.  It was the vehicle for one of the early UNIX hacks, the Internet Worm.
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Use Security Tools to Help; 

Keep Up With the Bug Tracks

Security monitoring tools should be part of a security architecture

Some common tools include

Tripwire (ftp://coast.cs.perdue.edu/pub/COAST/Tripwire/)

COPS (ftp://ftp.cert.org)

Swatch (ftp://ftp.standford.edu.general/security-tools/swatch)

One has to keep up with the security bugs that are constantly discovered 

http://www.ntsecurity.net

http://www.sans.org/

http://www.cert.org/nav/training.html#infosecurity



To keep your systems up to snuff, it is useful to have some tools in your arsenal.  Tripwire takes a snapshot of all the file sizes and dates on your system and can warn you if any of these change, say, for example, when someone inserts a Trojan Horse on your system.  COPS is a tool for scanning your system for proper configuration.  It produces a report of the potential security holes. SWATCH monitors and filters log files and can be set to perform a specific action if it sees a pattern in the log.  For more tools and definitions see http://www.uh.edu/~bmw/issa/Tools.html

The other important step is to keep up with the security bugs that are constantly being found and exploited.  These are some useful sites to contact.  They have mailing lists and forums that will help you keep up with the security problems.
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Key Points for Operating System Security

Install all security patches promptly

Carefully control account access

No unattributed accounts; e.g., root logons

No Guest accounts

Limit privileges to only those needed

Don’t share web server with other applications

Pay attention! Log access and examine the logs for security problems



A key point for operating system security (and this goes for web server security as well) is to monitor the bug track lists and make sure you install all the security patches religiously and promptly.  These operating systems are extremely complex and they change frequently.  Right now, it is beyond anyone’s capability to assure that an operating system is or is not secure.  The best we can do is continual vigilance.

Be careful who you let on your system, and make sure you know who is on your system.  There should be no accounts that are not directly attributable to a specific individual.  That means no guest accounts.  And each user should have the privileges needed to do his or her job and no more.  One way to keep a clean installation is to dedicate a computer to be the web server.  Than keeps the number of authorized users to a minimum, helps assure that applications do not interfere with each other, and helps to assure that the few users that you have do not need extraordinary privileges.

Finally, pay attention to who is using your system and what they are doing.  Both NT and UNIX have extensive logging options.  (An IBM mainframe logs everything.)  Turn on options to keep track of the people that use your system, what they access, and, in particular, what they try unsuccessfully to access.
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Physical Security for Web Servers

Protected from unauthorized physical access

Located in a locked room with limited access

Located on a secure site with 24x7 security

Protected with power-on passwords

Protected from water, fire, and theft

Protected with clean power and standby power



When we talk about computer or web security, the topic of physical security almost never comes up.  However, physical problems are, by far, the primary reason for down time.  First, you want to be sure that the Web Host limits physical access to its servers and networks.  They should be locked in a secure area.  Access should be limited.  The room should be alarmed when unattended.  All servers should be protected from walk up access.  Also, however, the Web Host should provide for protection from damage due to flood, fire, theft, and natural disasters.  This kind of protection should be commensurate with the threat; for examples, sites along the eastern seaboard should be protected from flood damage due to hurricanes.  Systems should also be protected with clean, uninterrupted power.  How long can a site stay up in the event of a local power failure?  Sites in Florida and the plains states are particularly susceptible to power outages from storms.
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Proper Server Configuration and Administration is Most Important

Web servers are designed for outside access, so blocking the path to the server is not an option

Three considerations for server defense:

(1) Which web server

(2) Which operating system

(3) How is security administered?

The last of these is by far the most important



So far, we have talked about four areas that can influence a web host’s security: (1) Policies, (2) Physical Security, (3) Network Architecture, and (4) dedicated versus shared servers.  This fifth area, however, the proper configuration and administration of the web server system, is the most important.  Normally, a lot of information system security consists of keeping out the bad guys.  Many organizations focus their attention on intrusion detection – the task of detecting that someone is trying to get past your firewall and into your internal networks.  This can be fairly effective at keeping out the riff raff, though determined and skilled hackers can often penetrate the firewall.  For web servers on the Internet, keeping intruders out is not even an option.  The entire goal of a web server is to provide access for external customers.  So the thing you have to concentrate on is making sure your server is properly configured for good defense.  Make sure your customers can do what they are supposed to do and only what they are supposed to do on your web server.  There are three considerations: (1) Which web server?, (2) Which operating system?, and by far the most important (3) How is security administered?
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Which web server software is more secure?

The main key is whether or not the web server software has to run as a privileged application

Of the big three

Apache is great for security because it does not run in a privileged mode

Netscape Server runs privileged but has a good security reputation

Microsoft Information Index Server (IIS) both runs privileged and has a poor reputation

IBM Web Sphere on OS/390 is potentially very secure



It gets a little confusing, here, because we have been talking about a web server as the host computer, its operating system, and the software than makes it look and act like a web system.  This slide focuses specifically on that last component.  There are several well-known products to turn a host computer into a web server.  We will concentrate on four: (1) Apache; (2) Netscape, (3) Microsoft’s Information Index Server (IIS), and (4) IBM’s web sphere  When it runs on a mainframe computer, however, where the security is much, much better than on NT or UNIX, Websphere has potential to be very secure.

One of the key issues with the web server is “Does it run as a privileged application?”  In UNIX, we would say, “Does it run as root?” and in NT we would say, “Does it run as administrator?”  Programs that run at these levels, because they rely on services normally only available to the all-powerful user, are dangerous for two reasons: (1) Because as administrator they can demand services or resources which, if improperly used, will break the system, and  (2) If someone gains access to the web server running as root, they have the keys to the kingdom.  Of the three mentioned, only Apache runs as a normal (rather than as a privileged user).  The other two run privileged.  In addition, IIS has frequent security holes cited which tarnish its security reputation.  For example, on March 10th, the hacker Curador used a IIS hole to steal thousands of credit card numbers (see www.computerworld.com/home/print.nsf/all/0003100F57A). 


















_1028458017.ppt


How is your web site spread between host servers?

There are distinct advantages for you if you have one or more dedicated servers for your site

Multiple servers are more robust

Less susceptible to denial of service attacks

Avoid sharing a server with a prime hacker target

This is more expensive for the host provider, so it may be more costly for you

One cost-effective solution may be your own “slice” of a mainframe web server



Will your Web Host put your application on a dedicated server or will they make your application one of many supported on a web server?  If you have your own dedicated server, it can be tuned to your requirements both for security and performance.  You are less susceptible to denial of service attacks – such the highly-publicized attack on Yahoo in February – since the attack would have to be directed at you.  One of the real downsides of sharing a server is that you may end up sharing with a prime hacker target – kind of like being the butler for Saddam Hussein.  For example, you probably would not want to share a server with www.whitehouse.gov.  

The downside to multiple servers is the expense, and the web host may pass that expense on to you.  Also, what happens if your one dedicated server is the one that dies?  Ask the offerors what they do to provide hot backup in the event of a server failure.  One possible solution to keep an eye on is having one dedicated slice a mainframe web server.  Mainframes are traditionally much, much more reliable and secure than either UNIX or NT systems.
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What security can we expect from our host?

Very difficult to mandate a specific security solution

Requirements are difficult to construct without detailed knowledge of vendor’s architecture

Many reasonably safe solutions; no absolutely safe solution

Probably should be an evaluation criteria for source selection



When picking a Web Host, security and privacy ought to be a primary consideration. However, I don’t think you can easily make aspects of security a hard requirement.  For example, you cannot say “Offer must provide a primary and backup server each running Apache Version 6.2.”  Every company is going to have a different approach to configuration, equipment, software, and especially security, and you cannot declare up front that one security architecture is the only acceptable solution.  What you really want to do is find a company with a comprehensive, well-planned approach to security by making security a significant criteria for evaluation.  Through the words and notes of this presentation, you can choose particular evaluation criteria most important to you.
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Policies are the Basis for Security

Web host must have a written Privacy policy

Under what circumstances will they distribute information about clients

See http://www.TRUSTe.org

Web host should have a written and published security policy

You should ask for both of these policies as part of any RFP for web services



Any potential Web Host must have two things: (1) a Privacy Policy and (2) a Security Policy.  These may not be two separate documents, but they are two distinct concepts.  If an offeror cannot produce these published documents, exclude them from further consideration.  The Privacy Policy should clearly state under what circumstances the Web Host will provide user information and content to third parties.  Host providers sometimes derive a significant income from selling information.  For some good examples of privacy policies, see www.TRUSTe.org.

You also need to see a security policy.  Does the Web Host have solid, achievable objectives for security?  What is the support for security within the company?  Do they have a way to deal effectively with security problems and conduct investigations?  For example, do they have a Computer Emergency Response Team?  Do they monitor security?  Do they do routine inspections?  Do they attempt to detect intruders?  Do they have standards for administration?  Do they have a plan for disaster recovery?  

A policy states the goals and objectives for security.  What you have to evaluate is two fold:  (1) Are the goals and objectives consistent with your goals and objectives and (2) does the Web Host have an effective implementation for security?  Answering that second question – about the implementation plan – is  the remainder of this section.
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Web Host: Make or Buy Decision

Should we provide our own web servers?

More control, tailored and tuned to our requirements (security and performance)

Significant overhead and responsibility

Should we buy this service?

Many organizations in the business: Digital Nations; BBN/GTE; Digital Island; AT&T

Those heavily involved as service providers, particularly for E-Commerce, have a strong vested interest in security



Right away, you have a decision to make:  Are we going to host our own content to the World Wide Web or are we going to outsource that role?  There are advantages and disadvantages both ways.  The big advantage in being your own host is control.  You can tailor your site to provide the security and performance you need.  However, don’t be fooled into thinking that you just put up a web server on your local intranet and you are done.  Content changes frequently, and the server requires constant attention.  Many companies run web servers on their own intranet (internal internet), but the job of providing a production server to the whole world is probably best left to specialists.  There are a number of companies that specialize in this role.  I’ve shown just a few.  And since the killer application for the web is E-commerce, security is a big deal for these folks.  

It’s a good idea to research potential providers thoroughly.  Don’t pick a fly-by-night company on the basis of cost alone.  
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Keeping the Server Secure

Rule #1: Don’t do development on the web server!

Web site development should be done in a development environment

Port code to the server after extensive testing

Take footprints and look for unexpected changes

Take a snapshot of the working server with a tool like TripWire

Periodically compare the server to the snapshot

Investigate unexpected changes



These items are on the boundary between Content Providers and Hosts responsibility areas.  The policies and procedures must be defined and enforced by both groups.



The most important rule for server security is “don’t break your own server.”  The best way to avoid causing yourself this kind of problem is to do all of your development on a test system then test, test, test before you port.  



Once you know what is supposed to be on your site, establish the baseline.  Tripwire is real useful to take a snapshot of your server, then compare that snapshot to your current system.  Changes that you didn’t expect could very well be signs of penetration or hacking and should be investigated.
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Summary: Your Web Content Provider Should…

Treat web content like software and use good systems for review, documentation, change, publication, and testing

Test code thoroughly before production

Have one person who releases production code

Have one Web Master (a different person) who installs production code



Web content providers should treat web content like software.  Use code reviews.  Document designs and change. Have a point of approval for content and code prior to publication.  And Test Test Test Test.
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More detail follows on Host and Content Provider security issues
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Network Architecture Can Enhance the Provider’s Security



This diagram, which is similar to the host diagram we saw earlier, is from the perspective of the State which in our discussion is the Web Content Provider.  We saw on a previous diagram the State’s separate developer station and development environment, which isn’t replicated here.  The purpose of this diagram is to discuss how the State might also provide “dynamic content” in addition to the relatively “static content” sent to the web host.  What do I mean by “dynamic content?”  For example, suppose the state keeps a database of driver’s licenses, and provides information from this database in response to an outside query.  Now the database of driver’s licenses is kept on the inside network where employees run applications to work with and update the database.  I’ve labeled that the Master Dynamic Content.  However, I’ve already stated that we don’t want web users on our internal network.  The alternative is to replicate that portion of the database needed to a database in the DMZ, which I’ve labeled Replicate Dynamic Content.  This database is reachable from the Internet and protected in much the same way as our web host; that is with subnets, private address space, etc.  In addition, we have a server in the DMZ that acts as request broker.  That system provides requested information, but only in response to a request from our Web Server.  If the request doesn’t come from our Web site, the request for information is denied.  This is only one architecture for protecting the State’s information and internal applications.  There are others.
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Network Architecture Can Enhance the Host’s Security



The layout of the network can definitely improve security.  In the picture shown here, there are several layers of network-enhanced security.  First, the web server is in the network DMZ.  You definitely do not want the web server on the internal network.  This is very dangerous – both in exposing the internal network to outside hacking and the web server to internal hacking.  Second, this configuration uses a separate subnet for the web server.  This provides some protection through obscurity from outside hackers.   More important, however, the separate subnet uses a private address space.  These private IP addresses (e.g., 192.168.x.x) are not routed across the Internet and so are very hard for hackers to exploit.  The address translation exposes a common IP address to the outside world while hiding the real internal address of the web servers subnet.  The downside of this configuration is that it is more expensive to implement than a simple network design.  However, the architecture of the provider’s network is definitely a key consideration for security.
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Summary: Your Web Host Should…

Have a published security and privacy policy

Use good physical security

Configure servers properly

Administer the servers for security with the latest patches



In summary, every web host needs to have established, written, published policies.  They must use good physical security.  They must properly configure the servers for security.  They must administer the servers for continued security.
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Issues and Responsibilities for the Web Host and Web Content Provider
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Are there real Web Security Issues?



Obviously



Good morning.  Today I would like to talk to you about the issues of web security.  Are there any issues to talk about?  I hope from the sampling of just a few of the headlines I just displayed that the answer is obvious.  These headlines were culled from the NY Times web site going back just a few months.  In the coming months, there will be even more, because this issue is growing rapidly.  
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What are the issues for Web users?

Damage may be done to your computer.

Information may be stolen from your computer.

Information that you provide to Web sites may be wrongly used or distributed.

You may receive misinformation from web sites.

You may receive stolen property from web sites.

You may not be able to get the service you need.



It is useful to be a little bit paranoid when using the web.
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How do I protect my computer?

Keep an up-to-date backup of key data

Keep your documents in one place (e.g., My Documents) and back that up every day

Don’t worry as much about application software (e.g., Windows, Word, etc.) – you can always reinstall that

If you have any sensitive or valuable information

Either store that information on removable disks (floppy, Zip, etc.) and lock it up, or

Encrypt any sensitive information on your hard disk



I think the two golden rules of computer security, from a user perspective are:

		Backup

		Encrypt



Unless you use your computer primarily as a toy, it is not the computer or the software that is valuable; it is your information.  The computer can crash, you can lose a hard drive, your office can burn up; but as long as you can recover your information, everything else is just a money problem.  The information may be irreplaceable.  

The other way that you can lose information or lose control of the value of information is if it is stolen.  The best way to protect sensitive information is to encrypt it.  Encryption scrambles the files in such a way that only you can recover the information.  In spite of what you may have heard about encryption codes being broken, software-based encryption with a sufficiently long key can be so strong, that it cannot be broken in the remaining lifetime of the solar system.  So in addition to encrypting your files with long keys and hard to guess passwords, be sure you have a fail-safe way to decrypt the files as well.  Most encryption applications provide a method for storing a fail-safe key.
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How do I protect my computer?

Run virus protection software and keep the virus definitions up to date

Try not to visit questionable sites

Stick to the sites you need, know, and trust

Don’t surf

Be very careful when downloading and running programs

If possible, don’t do it

Don’t “click” on programs you get through E-mail



Viruses are common.  If you work long enough with a computer you are almost guaranteed of an infection.  If you download files from the World Wide Web, you probably won’t even have to wait very long for your first infection.  The infection will probably be innocuous if you run good virus protection software and you keep the virus signature files up to date.

You are more likely to encounter problem software if you frequently visit www.blackhat.com rather than www.dot.gov.  (In the process of writing this, I discovered www.hacker.com is a golf site.)  Particularly at work, stick to the sites you need for your job and don’t surf the net.  Finally, be very careful when downloading programs from the Internet or clicking on programs you get through E-mail.  
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How can a hacker steal or damage my information?

Hacker’s Goal: Install or run a program on your computer

Approach: Run a script (“active content”) through the browser (CGI, Java Applet, ActiveX, JavaScript) or cause you to run a program (a .COM, .BAT, .EXE, or a document with macros)

Damage: Destroy information with a virus or plant a program that provides a conduit to steal information



As a Web user, one of the biggest threats is what a hacker may do to damage or steal the information you store on your computer.  The hacker’s goal is to install or run some nasty program on your computer.  This program might be a virus that will destroy some or even all of your information or it might be a Trojan Horse, which the hacker will use later to steal information from your computer.  When you visit a web site, you might run programs without even realizing you are doing so.  The “experience” of the Web – the fancy flashing pictures and scrolling banners – depends on little mini programs that run in the browser window.  These are sometimes called scripts or applets and use limited programming languages.  In ranking of risk, lowest to highest, the common languages for scripts and applets are CGI, Java, ActiveX, and JavaScript.  The latter two of these respect no boundaries, programs in ActiveX or JavaScript can literally take over your computer and do just about anything.  However, the hacker doesn’t have to be that clever.  If a hacker wants to install the Trojan Horse BackOrfice on your computer, he or she need only follow cook-book instructions that are readily available to bundle BackOrfice with some program that you are likely to download and run, such as a neat free utility for playing music on your computer.
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Who needs to be concerned?

Each and every Web Host

Each and every Web Content Provider

As a provider you may have ethical and legal issues

At a minimum you are at risk of embarrassment

Each and every Web Site User 

It doesn’t matter if you use Netscape or Microsoft’s Internet Explorer

The problems are real either way, although they may be different



So which of these groups is responsible for security?  The answer is clearly all three. 



The Web Host has to assure that the information and content that the user sees is the information and content that the Web Content Provider provides, and that the users can get to that information and content at any time.  



The Web Content Provider has to assure that the web content he provides to the web site doesn’t break the site or the user’s computer.  



Users have to protect themselves from dangerous or misleading content, just in case either the Web Host or the Web Content Provider fails in their security role.



One keynote for this presentation:  There is frequently a lot of misinformation that this web browser, or that web server, or this operating system is insecure, and that if you would only convert to UNIX, or NT, or Apache, or Netscape, your security issues would be over.  Rise above this partisan hype.  Every browser, operating system, and server has its own set of security issues.  There is no silver bullet for security.  The good news is that security has become a priority for every software developer.  They are finally paying attention and the products really are getting better all the time.  So are the hackers.
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Issues and Responsibilities for the Web User
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The Model for Web Services



For my model today, I have chosen a state organization that wants to provide information and services to a group of customers through a World Wide Web interface.  I’m going to assume that the state is going to develop this information and content, and so, by my definition, is the Web Content Provider.  Some of the information (or content) is relatively static, and can be hosted by a third-party Web Host.  Other content is dynamic and will be provided to customers directly from the state.  Note that “content” includes not just data but structure and work-flow aspects of the site design, as well.  



The customers that use these services and information are the Web Site Users.  



For this presentation, I’ve assumed that the State will either outsource the telecommunication services and servers necessary to host the web site, or use part of their organization separate from the Content Provider group.  The company or organization that provides the servers and telecommunication link to the World Wide Web is the Web Host.  



So I’m going to look at the issue of Web Security from each of three perspectives: Web Host, Web Content Provider, and Web User.
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Britain Closes Web Site With Spies' Names

By WARREN HOGE - May 14, 1999       “An embittered former British spy has used the Internet to make public the names of a large number of secret agents, but officials in London said today that the Web site had been shut down and that no duplicates had surfaced…”
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HacK, CouNterHaCk

By Bruce Gottlieb - October 3, 1999

''Would you like to see how to knock someone off the Web?'' Silicosis asks. Sili, as he is known, is a slim young man with serious eyes set deeply into a delicate face. He's the newest member of a hacker collective known as L0pht (pronounced ''loft'‘) …” 
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Web Attacks Might Have Many Sources

By MATT RICHTEL and SARA ROBINSON - February 11, 2000 “Computer security experts said today that evidence now suggests that the three days of attacks on leading Web sites may have been the work of more than one person or group. The analysis that more than one group was at work…” 
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New Security Fears As Hackers Disrupt 2 Federal Web Sites

By MICHAEL JANOFSKY - May 29, 1999 “An enduring cat-and-mouse game between Federal agents and computer hackers took a novel twist this week as the hackers turned on their pursuers, disrupting the Web sites of the Federal Bureau of Investigation and the United States Senate…”
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Scramble to Fix Computer Security Flaws

By SARA ROBINSON, August 3, 1999 



Three giants of the computer industry Microsoft, Hewlett-Packard and Compaq Computer -- found themselves scrambling today to address a rash of serious security vulnerabilities in software designed to interact with Microsoft's Internet Explorer Web ... 
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Secure or Not, the Internet Has Become a Part of Life's Routine

By AMY HARMON - February 13, 2000 

“When Jon Tara first heard that unknown vandals with unclear motives had managed to sabotage several of the Internet's most prominent businesses last week, the San Diego software engineer posted a probing message to an online investing forum…”
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Wide Open to the World’s Web

Security Issues for Web Users and Providers






















