CVISN Guide to Safety Information Exchange
Operational Concepts and Scenarios


4. Operational Concepts and Scenarios

The term “operational concept” is generally used to indicate “how a system is used in various operational scenarios.”  The term “system” is used in a broad sense to include people and manual processes as well as sensor, control and automated information systems.  New operational concepts are adopted in order to solve a problem in the current operations or to take advantage of new knowledge or technology that enables improvements in current operations.

Operational concepts are related to the guiding principles developed by the stakeholder community.  The concepts were derived by first analyzing user services that discuss how to improve commercial vehicle operations, then interpreting stakeholder-developed guiding principles, and finally applying knowledge about the state of existing and emerging technologies.  The combination of the desired commercial vehicle operations improvements, guiding principles about making those improvements, and the reality of technological advances are reflected in the operational concepts. 
CVISN objectives for safety information exchange are listed below:

· Collect, store, and provide access to safety information

· Pro-actively identify unsafe operators

· Improve safety assurance program efficiency and effectiveness

· Provide safety compliance statistics to support policy decisions, rule making, and program development

· Implement programs to encourage unsafe operators to improve their performance or to remove them from the highways.

A core component of safety information exchange concepts is the “snapshot” – a collection of carrier, vehicle, and (in the future) driver information assembled from authoritative or indirect sources.  Snapshots reflect the state of those data when the information was provided to the systems that manage snapshots, the national SAFER system and the state CVIEW systems.  SAFER and CVIEW assemble snapshots for inter- and intrastate carriers and vehicles, respectively.  Driver snapshots are not presently available.  Snapshot data are stored in SAFER and CVIEW.  Currently, the assembly and transmission of snapshots are accomplished using ANSI ASC X12 EDI TS 285.  Alternative data formats, such as flat files or XML, are being explored by FMCSA and some states.

4.1 Key Operational Concepts

The CVISN Operational and Architectural Compatibility Handbook (COACH) Part 1, Operational Concept and Top-Level Design Checklists (Reference 2), provides a comprehensive checklist of key operational concepts relating to safety information exchange.  The operational concepts should be used to guide the state design process.  The safety information exchange operational concepts stated in the COACH Part 1 are repeated and further explained here.

Data are collected to quantify the primary measures of effectiveness related to safety of CVO (accidents and fatalities).  Accidents (rates and/or numbers) and fatalities have been identified as the primary measures of effectiveness of the safety improvement initiatives.  The safety information exchange processes collect data to measure these parameters and assess changes.

Electronic carrier and vehicle safety records (snapshots) are made available to the roadside via SAFER and CVIEW to aid inspectors and other enforcement personnel.  The carrier snapshots provide details on the components of the carrier safety risk rating and credentials information.  Vehicle snapshots contain information on vehicle safety records and credentials.  (Driver snapshots that could provide details on driver safety performance and credentials have not been endorsed by the CVO community and are not planned for near-term implementation.)  Vehicle snapshots contain information equivalent to an electronic CVSA decal and electronic Out-Of-Service (OOS) status.  From the vehicle itself, one or more identifiers will be provided.  This basic information will allow roadside systems to link the vehicle to the snapshot and other infrastructure-provided data.  For more information about snapshots, please see Reference 3.

Inspectors use computer applications to capture, verify, and submit intrastate and interstate inspection data at the point of inspection.  Automated support for collecting and reporting inspection data increases the consistency in inspection reporting, removes the need to forward a paper copy for subsequent data entry, and reduces inspection time.  This may include collecting information from on-board safety monitoring systems, as well as using advanced technology such as automated brake testing equipment to support the inspection process.

Safety data are made available electronically to qualified stakeholders.  Providing safety data electronically to shippers, insurance companies, vehicle leasing companies and the public allows them to use timely information in making their business decisions.  Providing the information to carriers helps them analyze and improve their own safety performance.

User access to data is controlled (restricted and/or monitored) where necessary.  Information sharing within a single jurisdiction and across jurisdictions using electronic networks is a cornerstone of the ITS/CVO initiative.  Information systems are only as good as the quality of the data they use.  Data must be accurate, current, and safe from tampering or unauthorized disclosure.  Authoritative sources are the official repositories for the data.  Some information will be sensitive, and not all stakeholders will be granted access to sensitive data.  The systems must include techniques for controlling access to information so that inappropriate disclosure does not take place.

Mechanisms are made available for operators to dispute safety records held by government systems.  If errors exist in government-held records pertaining to safety, standard procedures must be available to note and correct the errors.

Safety risk ratings are determined according to uniform guidelines.  As part of the ongoing Performance and Registration Information Systems Management (PRISM) project, the Motor Carrier Safety Status (SafeStat) algorithm was developed as a safety status indicator in the Motor Carrier Safety Improvement Program (MCSIP).  (Reference 4)

Jurisdictions support a standard set of criteria for inspection selection.  The ASPEN inspection support system includes an algorithm called the ISS-2.  This algorithm uses carrier safety performance and inspection history data to rank carriers according to the relative value of conducting a vehicle inspection.  The objective is to increase inspections for carriers with poor safety performance records (accidents, out-of-service defects and other safety problems) and for those for which little or no safety information is available.  (Reference 5)

A comprehensive safety policy, including roadside and deskside activities, is implemented to improve safety.  In the long term, supporting automation of part or all of a vehicle inspection (e.g., electronic connection to brake testing systems) or driver inspection (e.g., alertness testing) improves inspection accuracy, reduces inspection time and improves the inspector’s work environment.  Electronic access from the roadside to on-board vehicle and driver safety monitoring systems shifts the focus of the inspection from assessing the condition of the vehicle or driver to verifying the on-board systems are functioning properly.

Carriers are associated with a base state for safety information record storage and credentialing.  The base state processes credential applications for the carrier, using safety information to judge whether to grant the credential.  The base state makes safety data available to other jurisdictions via snapshots and reports exchanged via SAFER.

Compliance reviews are supported through electronic access to carrier-held records.  Electronic access to carrier records and automated support for collecting and reporting compliance review data increases consistency, removes the need for handling paper, and speeds the auditing process.

4.2 SAFER/CVIEW Carrier, Vehicle and Driver Snapshots

The national SAFER system and its distributed version, the state CVIEW system or equivalent, manage information relating to the safety and credentials of motor carriers and vehicles.  The information stored in both SAFER and CVIEW today is organized into two major types of data, carrier and vehicle. The design also accommodates a driver data type for future use.  These data types are called snapshots since they provide summary information that is intended to give a quick picture of the safety performance history and basic credentials information. In addition, SAFER and CVIEW make available, but do not permanently store, more detailed information contained in reports. 

SAFER/CVIEW snapshots contain three general categories of information:  identification/ census, safety, and credential.  The identification/census section of the snapshot provides identifying numbers, names, addresses and other information that establishes the identity of the carrier or vehicle.  The safety information includes selected statistics related to accidents, violations and inspections, as well as safety ratings, if they exist.  The credential information is equivalent to the decals and paper documents carried today on commercial vehicles.  The information included in the snapshots has undergone a process of review and refinement; additions are still possible as new uses are identified for snapshots.

The original purpose for the SAFER/CVIEW snapshots was to support electronic screening of vehicles at commercial vehicle check stations.  In one operational scenario, on approach to the check station, identification information is read from the vehicle’s transponder, and the vehicle is weighed.  The identifiers are correlated with the SAFER/CVIEW snapshots:  safety history, registration and authority data are checked, credentials check flags are examined, and weight is checked against legal limits.  A decision then is made as to whether or not the vehicle should be pulled in.  As the SAFER and CVIEW or equivalent systems are implemented, the value of snapshots for administrative processes becomes clear.  Today, programs such as PRISM also plan to use snapshots to evaluate safety history in connection with vehicle registration.

4.2.1 Fundamental Principles Related to Snapshots

These principles guided the approach to the development of the SAFER and CVIEW or equivalent systems, and drove the contents proposed for snapshots.

There are three types of snapshots:  carrier, vehicle, and driver (future).
These represent the three key entities in commercial vehicle operations.  They are summarized in Figure 4–1.
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Figure 4‑1.  Snapshot Data Stored in SAFER/CVIEW
SAFER manages interstate snapshots.
The SAFER system was created to facilitate the exchange of carrier safety information among jurisdictions.  The system has been extended to also provide credential summaries for interstate carriers, and to provide safety and credential summaries for interstate vehicles and drivers.
As part of ongoing efforts to improve SAFER, the SAFER Option Working Group (SOWG) is looking at ways to include intrastate data as well as interstate data as an alternative to developing and maintaining CVIEWs in individual states.
The state CVIEW (or equivalent) assembles and maintains the credentials portion of interstate snapshots and assembles and stores intrastate snapshots.  The CVIEW or equivalent system provides for the electronic exchange of:

· interstate carrier and vehicle credential data between state source systems and SAFER  

· intrastate carrier and vehicle safety and credential data between state source systems and users

Snapshots were primarily designed to support roadside electronic screening; many other uses have emerged.  Congress mandated that carrier safety information be provided to roadside check stations as part of an initiative to improve safety in commercial vehicle operations.  As snapshots were extended to include credentials information, their utility for other applications also grew.  For example, PRISM states intend to use snapshots to check the carrier’s safety status before renewing vehicle registration.

While carrier and vehicle snapshots are currently well defined and being used in many ways, driver snapshots remain conceptual.  Administrative concerns, particularly regarding privacy, along with the technology currently in use, such as transponders and the communications infrastructure supporting roadside users, limit the availability of driver data.  However, screening based on the driver may prove to be effective in improving safety.  CVISN will continue to evaluate whether roadside screening based on driver license status can provide a cost-effective benefit when used in addition to screening based on the vehicle and carrier.

Snapshots are routinely distributed according to subscription criteria.  A subscriber may set snapshot content-driven criteria for which snapshots should be provided by SAFER/CVIEW to that user.  For example, a roadside site in Kentucky may choose to receive snapshots for all carriers based in Kentucky, plus those based in Tennessee, Virginia, Ohio, Indiana, Missouri, Illinois, North Carolina, and West Virginia. 

Snapshots are also available for near-immediate response to a query.  An occasional user of snapshots may request them one at a time.  Or, a regular subscriber system may request a snapshot that is not covered by its subscription criteria.

Authoritative sources contribute specific segments of data proactively to snapshots, sometimes via indirect source systems.  So that snapshots contain accurate information, sources of record (a.k.a. “authoritative sources”) provide snapshot inputs to SAFER and CVIEW.  Not all authoritative sources must be connected directly to SAFER/CVIEW to feed information to the snapshots.

Snapshots contain summary safety data, plus the equivalent of decals and paper documents carried on commercial vehicles today.  As technology allows movement away from paper documents and towards paperless vehicles, snapshots provide information equivalent to the “papers” carried on commercial vehicles today, but in electronic form that computers can process.  These electronic equivalents to documents will allow mainline electronic screening for safe and properly credentialed vehicles.

Snapshot data are stored in SAFER and CVIEW.  SAFER and CVIEW store snapshot data for two reasons:  to provide immediate response to a query, and to prevent SAFER/CVIEW from imposing undue data access/refresh burdens on authoritative sources.  The design goal for a query response is ten seconds or less, 90 percent of the time; this goal does not account for dial-up time assuming that communication mode is selected.  This also assumes that a single record is returned as opposed to an aggregate response.  If SAFER/CVIEW had to construct a complete snapshot from scratch every time any data in the snapshot changed, then all of the data source systems for that snapshot would be queried every time any item in the snapshot changed.  The underlying motivation for the snapshot concept is that data from a variety of sources should be made available to other systems to support near-real-time processing demands.  To allow such quick response, snapshots are stored by the systems that provide them.

SAFER and CVIEW do not store copies of data readily available to SAFER/CVIEW users from other on-line systems.  Replication of data is undesirable, and should be avoided unless the information is not readily available (i.e., when needed and according to user timeliness requirements) to those authorized users who need the data. 

4.2.2 Operational Concepts Related to Snapshots

The snapshot user and snapshot builder perspectives imply these operational concepts:  

Carriers, vehicles, and drivers may operate as intrastate or interstate entities.  When carriers and vehicles are registered, the jurisdictions in which they intend to operate are specified. 

SAFER provides snapshots on interstate operators to authorized users.  SAFER is responsible for managing the snapshot data for interstate carriers, vehicles, and drivers (future), and for providing the data only to authorized users.  

SAFER snapshots are provided to users based upon subscription or interactive request.  Each user sets subscription criteria.  The normal means of snapshot distribution is based on the subscription lists.  Subscription criteria are based on certain data contained in the snapshots.  Subscribers can also define the change criteria that cause an updated version of a snapshot to be sent to them.  For instance, some roadside site may choose not to use stolen and junked vehicle flags from the snapshots because it has some other means to access that information.  In that case, the subscription criteria for that site could filter out any snapshot updates that might occur only because of changes in those flags.  Carrier subscriptions may be established to generate all carriers in a given state or states, all active carriers nationally or by specific USDOT number. The subscription is filled when the snapshot is updated.  Vehicle subscriptions may be established for vehicles registered in a given state or states.
By including the data equivalent to the decals and paper documents carried on commercial vehicles today as part of the snapshots, SAFER supports the notion of the paperless vehicle. Under the “paperless vehicle” concept, drivers will no longer have to carry “hardcopy” evidence of the credentials for themselves, their vehicle, or the associated carrier.  Instead, roadside enforcement officers will be able to check their credentials by a look-up in the infrastructure, based on some standard identifiers.  Snapshots are an early step towards providing rapid access to basic credentialing information electronically.

MCMIS provides safety data to SAFER for interstate carriers.  MCMIS is the primary source of safety data about interstate carriers today, and will continue to be so.  State SAFETYNET systems update MCMIS with safety information collected at roadside sites.  Since MCMIS is not set up to handle a large volume of requests for specific data, SAFER will provide summaries of the data stored in MCMIS to authorized users as part of the carrier snapshots.

The state CVIEW usually acts as the single point of contact within the state for providing interstate snapshot segment inputs to SAFER, and for retrieving interstate snapshots from SAFER for users within the state.  State information systems are usually the authoritative sources for data contained in snapshots.  Each state’s information systems are configured uniquely.  To make the connection between states and SAFER simple, the recommended implementation option is to have the CVIEW collect inputs from the state systems and forward those snapshot segments to SAFER.  Likewise, the state CVIEW will subscribe to SAFER (based on criteria that cover all of the state’s snapshot needs) to receive snapshots for interstate operators.  The snapshot views CVIEW gets from SAFER must cover all the data items needed by in-state systems.

Some authoritative sources not equipped to handle a high volume of information requests send check flags to CVIEW/SAFER.  The check flags are based on criteria that are common across jurisdictions.  Each authoritative source sets their flag proactively.  Check flags are used to indicate recent activity, especially negative actions regarding credentials.  Instead of trying to maintain the latest credentials status in the SAFER snapshot, source systems send CVIEW/SAFER a check flag that acts as a warning to the receiving snapshot user to check with the authoritative source.  The authoritative sources that choose to use this approach are responsible for sending check flag updates to CVIEW/SAFER proactively.  Updating proactively means that the source system determines when it is necessary to send CVIEW/SAFER new information, and only updates the records that have changed. Generally, previously existing records in CVIEW/SAFER that have been updated are replaced. 

The state CVIEW assembles and stores snapshots for intrastate carriers, vehicles, and drivers.  As SAFER does for interstate carriers, vehicles, and drivers (future), the state CVIEW assembles and stores snapshots for intrastate operators.  This implies that the state CVIEW interacts with all information systems in the state that are associated with commercial vehicle intrastate safety and credentialing activities.  If all those systems connect to CVIEW, then they can exchange information with each other via the CVIEW snapshots.

The state CVIEW provides snapshots to roadside sites and other users within the state.  As the source of intrastate snapshots, it is natural for CVIEW to be the distribution agent for intrastate snapshots.  Since CVIEW also acts as the interface between the state and SAFER, it is a natural distribution agent for the snapshots that SAFER provides (i.e., interstate snapshots).  The state CVIEW will distribute snapshots to state subscribers according to their unique criteria.  If a user system within the state needs another snapshot, it will make the request to CVIEW, which will pass the request to SAFER, if necessary, and return the desired snapshot to the requesting system.

SAFER will provide support for retrieving recent inspection reports.  If a SAFER/CVIEW user needs inspection information beyond that provided in the snapshot, a “past inspection query (PIQ)” may be issued to SAFER or CVIEW.  SAFER retains inspection reports for 60 days; inspection reports are not stored in CVIEW.  The state CVIEW or equivalent will pass the request for an inspection report on to SAFER.  Authorized personnel could choose to go directly to the source system (MCMIS) for the information rather than to CVIEW or SAFER, in cases where this capability exists.

Snapshot users should always check with the authoritative source prior to any enforcement action.  SAFER and CVIEW are not authoritative sources for any information.  They are systems that provide information from a variety of sources to streamline roadside (and other) operations.  Whenever enforcement action is to be taken, users should check with the authoritative source to verify the accuracy of the information on which the action is to be based.

4.3 Operational Scenarios

The expected benefits resulting from applying the safety information exchange concepts are improved safety assurance program efficiency and effectiveness through increased focus on at-risk operators.
A state must develop or otherwise acquire new systems and modify some existing systems to implement the CVISN Level 1 capabilities.  There are many ways to do this and still be in conformance with the architecture and standards. 

Regardless of the design approach chosen, all states need to model their intended business processes in a way that is easy for all stakeholders to review and understand.  The functional thread diagram is the tool recommended to illustrate operational scenarios.

This section depicts an example functional thread diagram.  The scenario chosen is one of the CVISN Level 1 capabilities.  The high-level CVISN Level 1 operational scenarios related to safety information exchange functions are listed below:

· Record inspections electronically and report them to SAFER and MCMIS

· Query for a past inspection report

· Maintain carrier and vehicle snapshots for intrastate operators

· Query for a snapshot

The operational scenarios related to updating snapshots with credential data are included in the CVISN Guide to Credentials Administration, Reference 6.

The example operational scenario illustrates the first operational scenario in the list: Record inspections electronically and report them to SAFER and MCMIS.  The method used to demonstrate the scenario is called a “functional thread diagram.”  The activities in the scenario are listed as steps.  To differentiate between different time schedules, numbers are used to show the conduct and reporting of the inspection.  Letters are used to show the manual review of the inspection, and the subsequent submission to MCMIS. 

A diagram corresponding to the steps listed in Section 4.3.1 is presented in Figure 4–2 for a graphical view of the scenario.  The lines represent data flow between products, with arrows indicating the direction of flow.  Each line is labeled with a number or letter.  The lines labeled numerically represent a set of flows that occur in the order indicated; the lines labeled with letters represent flows that are periodic in nature and have no specific precedence.  The complete set of lines constitutes a thread of activities that accomplish a function.  Hence, the diagram is called a “functional thread diagram.”

The scenario included in this chapter reflects the steps that states will follow using SAFER, ASPEN V2, and SAFETYNET 2000.  In this example, the state has a CVIEW that serves as the within-state interface to SAFER and ASPEN. 
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Figure 4‑2.  Functional Thread Diagram:  Record Inspections

4.3.1 Example Operational Scenario: Record Inspections Electronically and Report Them to SAFER and MCMIS (ASPEN V2, SAFETYNET 2000, SAFER/CVIEW V3)
1. An enforcement officer, using the PIQ, issues a query to CVIEW’s input mailbox in the CDM, for all inspection reports relating to a particular carrier.  The PIQ is in AFF.
2. CVIEW passes the query to SAFER, via a Remote Procedure Call (RPC). 

Note:  All queries are passed to SAFER where inspection reports are stored for a 60-day period.  

3. SAFER receives the query, processes the request, and then retrieves the inspection report from data storage.  SAFER sends all inspection reports matching the query to CVIEW, via RPC.  

4. CVIEW passes the inspection reports to ASPEN, via its query mailbox in the CDM, in AFF format.  The PIQ detects and processes the report for display on ASPEN.  The past inspections show that this carrier’s vehicles often have brake problems. 

5. The enforcement officer conducts the inspection and finds that the brakes are not functioning properly.  He completes the inspection and places the vehicle Out-Of-Service (OOS).  ASPEN sends the inspection report in AFF to CVIEW’s input mailbox in the CDM.

6. The CVIEW passes the inspection report to SAFER, via RPC, for 60-day storage.

7. CVIEW sends the inspection report in AFF to SAFETYNET 2000 via Blizzard mailbox in the CDM.  Blizzard retrieves the inspection report from its CDM mailbox and passes it to SAFETYNET 2000.
8. SAFER updates the vehicle snapshot segment with inspection information, e.g., OOS status, inspection history.  SAFER forwards snapshot views to subscribers via their subscription mailboxes in the SDM in EDI X12 TS 285 format.

9. CVIEW forwards vehicle snapshots in AFF to ISS-2 via their subscription mailboxes in the CDM.

A. The SAFETYNET 2000 staff member reviews the inspection report and sends it to MCMIS, in AFF, via the MCMIS/SAFETYNET Gateway.

B. MCMIS receives the inspection report and updates carrier summary information and computes carrier safety statistics, e.g., carrier safety ratings and history, inspection summaries.  Weekly, MCMIS sends SAFER updated carrier snapshot segments via flat file.

C. SAFER updates its stored snapshots with carrier snapshot segments it receives from MCMIS.  SAFER forwards snapshot views to subscribers via their subscription mailboxes in the SDM (in EDI X12 TS 285 format to CVIEWs, and in AFF to SAFETYNET).  

D. CVIEW updates its stored snapshots with carrier snapshot segments it receives from SAFER.  CVIEW forwards carrier snapshot views in AFF to ISS-2 via their subscription mailboxes in the CDM.
Note:  Functional acknowledgment for all EDI messages (except TS 997) is made by responding with a TS 997.  The results of processing an incoming TS 285 are reported via TS 824.

Additional examples of operational scenarios and functional thread diagrams are in Appendix C.  They are included for reference and as starting points for states that plan to implement similar processes.

A list of scenarios geared to interoperability testing CVISN Level 1 capabilities is shown in Table 4–1.  The scenarios are grouped in terms of safety information exchange CVISN Level 1 capabilities.  The list shows details such as different kinds of snapshot queries.  Error handling scenarios are not included in the table, but must be addressed as part of the design process.  A state may need to add scenarios to address additional functions.  FMCSA has developed a set of interoperability tests that address most of the scenarios listed.  Please see the interoperability testing documents (References 7, 8, 9, 10, 11) for more information.

Table 4‑1. Safety Information Exchange
Scenarios for Interoperability Testing

	Report inspections using ASPEN or equivalent; ASPEN data sent to SAFER directly or indirectly

	   ASPEN sends inspection report to SAFER

	   ASPEN sends inspection report to SAFER via CVIEW

	   SAFER processes carrier snapshot request from ASPEN

	   ASPEN sends request for inspection report to SAFER

	   ASPEN sends request for inspection report to SAFER via CVIEW

	   CVIEW processes carrier snapshot request from ASPEN

	Implementation of CVIEW or equivalent for connection to SAFER to exchange interstate carrier and vehicle snapshots among states

	   CVIEW processes carrier snapshot updates from SAFER

	   CVIEW processes vehicle snapshot updates from SAFER

	   CVIEW processes carrier snapshot updates to SAFER

	   CVIEW processes vehicle snapshot updates to SAFER

	Implementation of CVIEW or equivalent for exchange of intrastate and interstate data within the state

	   CVIEW processes carrier snapshot updates to Roadside Operations

	   CVIEW processes vehicle snapshot updates to Roadside Operations

	   CVIEW processes vehicle snapshot update from legacy credential product

	   CVIEW processes carrier snapshot update from legacy credential product

	   CVIEW processes vehicle snapshot request from legacy credential product

	   CVIEW processes carrier snapshot request from legacy credential product

	   CVIEW processes vehicle snapshot request from Roadside Operations

	   CVIEW processes carrier snapshot request from Roadside Operations
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Refer to the snapshot white paper for details.
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