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6. Requirements and Design Guidance

The U.S. Congress has mandated that the implementation of ITS using Highway Trust Funds authorized by the Transportation Equity Act for the 21st Century (TEA-21) must be in conformance with the National ITS Architecture and Standards.  Chapter 7,  “How Do States Assure Conformance with the National ITS Architecture?” of the Introductory Guide to CVISN (Reference 17) provides an overview of the “Conformance Assurance Process.”  Conformance with the National ITS Architecture means that states will:

· Implement TEA-21

· Support key federal priorities:

· Integration

· Interoperability

· Use of the National ITS Architecture and applicable standards

· Incorporate ITS into existing transportation planning and project design procedures

· Provide flexibility to states by emphasizing architecture and systems engineering process, rather than mandating use of the National ITS Architecture.

Broadly stated, for safety information exchange, conforming to the architecture means:

· Agreeing with the principles and following the guidance in the COACH Part 1 (Reference 2), 

· Using the EDI standards and common identifiers as explained in the COACH Part 4 (Reference 14), and 

· Conducting interoperability tests to demonstrate the criteria defined in the COACH Part 5 (Reference 8).

The CVISN System Design Description (Reference 15) illustrates the top-level requirements for safety information exchange, and shows the generic CVISN state design approach.  The COACH Part 3 (Reference 16) takes the COACH Part 1 state safety information exchange-related requirements and allocates them to components of the generic CVISN state design, providing a model for states to tailor.

As stated in Reference 17, the high-level definition of CVISN Level 1 with respect to safety information exchange is:

· Use of ASPEN (or equivalent) at all major inspection sites

· Connection to the SAFER system to provide exchange of interstate carrier and vehicle snapshots among states

· Implementation of the CVIEW system, or equivalent, for exchange of intrastate and interstate snapshots within the state and connection to SAFER for exchange of interstate snapshots.

6.1 Safety Information Exchange – Conforming to the Architecture

In this section, various approaches to safety information exchange are presented.  The examples do not exhaust the possibilities, but do represent a variety of choices that have been considered by early implementers.  
The use of open standards is a key architectural concept in CVISN.  It is important that states support the use of standards for data exchange between state systems and systems external to the state.  At this time, the only standard data exchange method is X12 EDI.  In particular, data exchange operations from SAFER to the state CVIEW, or its equivalent, should employ the use of X12 EDI transactions.  

The CVISN architecture may be updated to include the use of additional standards, if recommended by a consensus of the stakeholder community and approved by FMCSA.  These may include and the use of alternate data formatting standards such as the eXtensible Markup Language (XML).  XML and/or flat file formats may be an option in the 2003 time frame; however, states should plan on EDI data exchange between the state and SAFER if they plan to interface with SAFER before March of 2003.  
The EDI Transaction Sets (TS) associated with safety information exchange and supported by SAFER are: 

· TS 285 Commercial Vehicle Safety & Credentials Information 

· TS 824 Application Advice

· TS 997 Functional Acknowledgement.
Figure 6–1 and the following list summarize the interface requirements related to safety information exchange from the COACH Part 4 (Reference 14).

· If a state chooses to use EDI internally to update snapshots, the state legacy credentialing system(s) or state Credentialing Interface (CI) should be capable of requesting, updating and receiving carrier and vehicle safety and credential information to/from CVIEW, or its equivalent, via X12 EDI standard transactions (285, 824, 997).  Alternatively, a state-specific flat file/LSI method could be used.

· To conform to the architecture, a state’s CVIEW, or equivalent, should be capable of requesting, updating and receiving carrier and vehicle safety and credential information to/from SAFER via X12 EDI standard transactions (285, 824, 997).

· If a state chooses to use EDI internally to send snapshots to the roadside, a state’s roadside system, e.g., a ROC, should be capable of requesting and receiving carrier and vehicle safety information from CVIEW, or its equivalent, via X12 EDI standard transactions (285, 824, 997).  Alternatively, a state-specific flat file/LSI method could be used.

· To conform to the architecture, ASPEN inspection systems should be capable of submitting, requesting, and receiving inspection reports to/from CVIEW, its equivalent, or SAFER via the existing custom interface agreement (CIA). 
· To conform to the architecture, CVIEW or its equivalent, should be capable of submitting, requesting, and receiving inspection reports to/from SAFER via the existing CIA.
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Figure 6–1.  CVISN Level 1 Interfaces Related
to Safety Information Exchange
6.2 Design Guidance Related to ASPEN or Its Equivalent

Each state will have to decide whether to use the ASPEN client, developed by FMCSA, or some equivalent system developed by internal state staff or outside vendors.  The term “ASPEN client” refers collectively to the software applications that reside on the client for recording and transmitting inspections electronically (ASPEN), for supporting the ISS-2 algorithm (ISS-2), and for retrieving PIQ.  The functions that need to be supported include:

· Recording inspection data electronically

· Electronic transmission of inspection reports to SAFER, either directly or via CVIEW or its equivalent

· Electronic retrievals of inspection reports from SAFER, either directly or via CVIEW or its equivalent

· Download of carrier snapshots via subscription processing to support the ISS-2.

The choice of whether to use the existing ASPEN client or build an equivalent product depends on:

· The level of state funding available to support new development efforts 

· Assuming the work will be done in-house, the expertise of the state’s information systems (IS) staff in the areas of client/server software, relational database design and development, data formatting strategies, such as the use of X12 EDI, and Transmission Control Protocol/Internet Protocol (TCP/IP) network communications

· The lag time the state is willing to tolerate before a client is available to support the functions mentioned above.

6.2.1 Design Options

In the diagrams below, the focus is on the choices the state will need to make regarding how the ASPEN client, or its equivalent, will exchange safety information with SAFER.  The state has three choices:

· The ASPEN client communicates directly with SAFER

· The ASPEN client communicates with SAFER via the state’s CVIEW system, or equivalent

· The ASPEN client communicates with SAFER via the state’s SAFETYNET system.
In Figure 6–2, an enforcement officer sends and retrieves inspection reports to/from SAFER, and downloads carrier ISS-2 subscription data to the ASPEN client, or its equivalent, via direct communications with the SAFER system.  The inspection report, and carrier snapshot subscription and query transactions are performed using CIA and AFF data formatting methods, respectively.  This approach is most suitable where:

· A state elects not to interface ASPEN with a CVIEW system, or its equivalent, and wants to support ASPEN data exchange with SAFER, or 

· A state plans to interface ASPEN with a CVIEW system, or its equivalent, but the CVIEW is still in the process of being developed, and is not yet ready to provide data exchange support within the state.
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Figure 6–2.  ASPEN Client Communicates
Directly with SAFER

In Figure 6–3, an enforcement officer sends and retrieves inspection reports and downloads carrier ISS-2 subscription data to the ASPEN client, or its equivalent, via direct communications with the state’s CVIEW system, which in turn, communicates with SAFER on behalf of the client.  Between ASPEN and CVIEW, inspection report uploads and queries, and carrier subscription downloads and queries, are performed using CIA and AFF data formatting methods, respectively.  Between CVIEW and SAFER, inspection report uploads and queries, and carrier subscription data, are exchanged using the existing CIA and EDI formatting methods, respectively. 
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Figure 6–3.  ASPEN Communicates
with SAFER via CVIEW

The exchange of safety information between ASPEN and SAFER via CVIEW will be supported with the release of Version 3 of the SAFER and CVIEW software.  Figure 6–3 represents the preferred architectural approach for uploading and downloading safety information from/to ASPEN or its equivalent.  Note, however, that no federal support is planned for maintenance and/or upgrades to the FMCSA-developed CVIEW product after the delivery of Version 3.
In Figure 6–4, an enforcement officer, using ASPEN or its equivalent, sends inspection reports to the state’s SAFETYNET 2000 system, which in turn uploads that information to SAFER using the existing CIA.  The ISS-2 program (that is used in conjunction with ASPEN) allows the user to connect directly to SAFER to retrieve carrier snapshots from its SDM.  The PIQ program (that is also used in conjunction with ASPEN) queries SAFER for previously completed inspections.  Both ISS-2 and PIQ can be used independently of ASPEN, or work in tandem with ASPEN.
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Figure 6–4.  ASPEN Communicates with SAFER
via SAFETYNET

6.2.2 Data Exchange Formats

ASPEN does not support safety data exchange via the use of EDI.  The primary reason for that decision was the cost of equipping each ASPEN client with an EDI translator, i.e., the software component responsible for translating EDI-formatted data into a format that is expected by the receiving application.  To exchange data with SAFER and CVIEW or a CVIEW equivalent, the ASPEN client has incorporated a set of software tools, referred to as the SAFER and CVIEW Application Programming Interface (SCAPI) that performs all of the data formatting and communication functions needed by the client to communicate with the SAFER and CVIEW systems.  See Reference 18 for a detailed description of the SCAPI.

6.3 Design Guidance Related to CVIEW and State Systems

Each state will have to decide whether to use the FMCSA-developed CVIEW system, or some equivalent system developed by internal state staff or outside vendors.  The functions that need to be supported include:

· For the ASPEN client, or its equivalent, subscription download and online query of carrier snapshots to support the ISS-2 algorithm via AFF and the upload and retrieval of inspection reports via the existing CIA to and from SAFER.  (The FMCSA-developed CVIEW does not store inspection reports.  Uploads and queries are passed to SAFER via RPC.) 

· For the roadside operations computer, subscription download and online query of carrier and vehicle snapshots to support electronic screening operations via X12 EDI standard transactions (285, 824, 997) or a state-specific flat file/LSI method.

· For state systems, subscription download of carrier and vehicle snapshots and the upload of carrier and vehicle safety information, and supporting credential data, in the form of snapshot segments updates via either X12 EDI standard transactions (285, 824, 997) or LSIs.  XML or flat file interfaces with SAFER may be available in the CVISN Level 1 timeframe.

The choice of whether to use the existing FMCSA-developed CVIEW system, build/purchase an equivalent product, or use the SAFER option depends on:

· The extent of state-specific requirements that are not satisfied by the FMCSA-developed CVIEW system

· The level of state funding available to support new development efforts and continuing maintenance efforts

· Assuming the work will be done in-house, the expertise of the state’s IS staff in the areas of client/server software, relational database design and development, data formatting strategies, such as the use of X12 EDI, XML, and TCP/IP network communications

· The lag time the state is willing to tolerate before a CVIEW system is available to support the functions indicated above.

6.3.1 Design Options

In the diagrams below, the focus is on the choices the state will need to make regarding how its CVIEW system will exchange safety information with SAFER and other systems within the state.  Aside from the issue of supporting all of the functions mentioned above, the state must make a design choice as to how to interface CVIEW with existing or new state systems, i.e., should CVIEW interface with state systems via EDI or the use of flat files via LSIs.
In Figure 6–5, legacy systems within the state send CVIEW, or its equivalent, carrier and/or vehicle updates from each of their respective systems via X12 EDI standard transactions (285, 824, 997).  In many cases, this requires a modification to the state’s legacy system(s) (shown as Legacy Modification or LM box).  CVIEW, or its equivalent, updates its internal snapshot database and provides that information to any client systems, e.g., a ROC, that have requested those data via the subscription process using X12 EDI standard transactions (285, 824, 997).  The use of EDI to standardize data exchange among state systems is not required by the CVISN architecture and, therefore, is considered an optional approach.
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Figure 6–5.  CVIEW Communicates with State Systems
via EDI

In Figure 6–6, legacy systems within the state send CVIEW, or its equivalent, carrier and/or vehicle updates from each of their respective systems via flat files and LSIs.  CVIEW, or its equivalent, updates its internal database and provides the new information to any client system, e.g., a ROC, that has requested that data via the subscription process.  This approach is most suitable when a state wants to minimize changes to existing legacy systems, e.g., incorporation of EDI capabilities, and take advantage of existing flat files to support data exchange operations.

Some states have eliminated the CVIEW-roadside subscription step by replicating the CVIEW database at the roadside via FTP and updating it on a regular basis.  In this case, there would be no need for query/response capabilities between the roadside and the CVIEW.
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Figure 6–6.  CVIEW Communicates with State Systems
via LSIs

6.3.2 Data Exchange Formats

The CVIEW system developed by FMCSA supports safety data exchange within the state via the use of EDI and LSIs.  Again, the choice of using one vs. the other or a combination of both, e.g., EDI with some systems and LSIs with others, is a decision the state must make.  Development of unique LSIs is usually required.  An additional data exchange option is the use of XML or flat file transfer between components.  

The data exchange format between a state CVIEW and the SAFER system is EDI for carrier and vehicle snapshots and the existing CIA for inspection reports.  

6.3.3 FMCSA Development and Maintenance Support for CVIEW

FMCSA has sponsored and funded the development of CVIEW to facilitate state-level exchange of inter- and intrastate carrier, vehicle, and driver safety and credential data to support electronic screening operations and to allow states greater control and flexibility for establishing interfaces with internal state legacy systems. 

FMCSA will continue to fund development and maintenance support of CVIEW through Version 3, which includes all of the capabilities required for CVISN Level 1 compatibility.  States that elect to develop a CVIEW system based on the FMCSA-sponsored model will be required to assume responsibility for CVIEW enhancement and maintenance operations following release of CVIEW Version 3.  Configuration control of carrier, vehicle, and, in the future, driver snapshots that are used by SAFER and CVIEW, or its equivalent, will be maintained by JHU/APL.  This is important because, if changes are made to SAFER snapshots, CVIEW (or equivalent systems that provide or use snapshot data) may also require modification.
The formal definitions of the snapshot data elements are documented in Reference 3, which is available via the CVISN Web site at http://www.jhuapl.edu/cvisn/.  Any planned changes to those definitions will be posted via the Web site.  (Note that this white paper will be replaced by the View Summary Report, View Definition Report, and Schema Definition Report that will be available on the CVIEW V3 CD when it is released.)
A similar approach for posting other types of planned changes, e.g., communication enhancements to the SAFER system that may have potential impacts on fielded CVIEW (or equivalent) systems, will also be provided via the CVISN Web site. 

States that are interested in obtaining the FMCSA CVIEW product, or more information on the hardware and software requirements for its use, should contact FMCSA. 

6.4 Design Guidance Related to Interfacing With SAFER

Each state will have to decide whether to perform most safety data exchange via CVIEW (or its equivalent) or to perform some of those activities directly with SAFER.  For example, SAFETYNET 2000 is already designed to interface only to SAFER.  The functions that SAFER supports include:

· For ASPEN clients, or equivalent, subscription download and online query of carrier snapshots to support the ISS-2 algorithm via AFF and the upload and retrieval of inspection reports via the existing CIA, or via the state CVIEW

· For SAFETYNET clients, subscription download of carrier snapshots and uploads of inspection reports via AFF, upload of compliance reviews, crash and enforcement data via CIAs, and online queries for carrier profiles, crash and inspection report facsimiles via a combination of AFF and CIAs

· For the ROC, subscription download and online query of carrier and vehicle snapshots to support electronic screening operations via X12 EDI standard transactions (285, 824, 997)

· For state legacy systems, subscription download of carrier and vehicle snapshots and the upload of carrier and vehicle safety information, and supporting credential data, in the form of snapshot segments updates via X12 EDI standard transactions (285, 824, 997).  XML or flat file interfaces may be available in the CVISN Level 1 timeframe.

· Electronic upload and download of inspection reports from/to CVIEW via existing CIAs, e.g., ASPEN-formatted inspection reports

· Subscription upload of carrier and vehicle snapshot segments from CVIEW via X12 EDI standard transactions (285, 824, 997).  XML or flat file interfaces may be an alternative to EDI in the CVISN Level 1 timeframe.
Note: unlike CVIEW, SAFER does not support LSIs with state systems; it provides a standard interface for all state systems.  FMCSA is currently exploring the option of providing an alternative standard interface for states to exchange data with SAFER using XML or flat file formats.  This may be an option in the 2003 timeframe.  

FMCSA is investigating allowing states to use MCMIS and SAFER to support the exchange of intrastate safety data and credential flags.  CVIEW or its equivalent, e.g., a custom state system, will fill this role until then.  It is planned that, in the 2003 timeframe, SAFER communications will support Internet-based methods for exchanging snapshots, profiles, crash reports, inspection reports, compliance review reports, and all safety reports provided on interstate and intrastate carriers.

See the SAFER System Interface Control Document (Reference 20) for more information on current interface requirements.

6.4.1 Design Options

In the diagrams below, the focus is on the choices the state will need to make regarding what types of data exchange operations, in addition to SAFETYNET exchange, will be performed directly with the SAFER system.  Although connecting state systems to SAFER via CVIEW is the recommended approach (see Figure 6–3 as an example), a direct linkage between multiple roadside and administrative state systems and SAFER is a supported option.  Three alternative design options are provided below.

In Figure 6–7, IRP and IFTA legacy systems within the state send SAFER carrier and/or vehicle updates from each of their respective systems via X12 EDI standard transactions (285, 824, 997).   SAFER updates its internal snapshot database and provides carrier and vehicle snapshots to states via the subscription process. 
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Figure 6–7.  SAFER Communicates
with State Systems via EDI

In Figure 6–8 below, a ROC performs subscription download functions and online queries for carrier and vehicle snapshots to support electronic screening operations via X12 EDI standard transactions (285, 824, 997).  This approach is most suitable if a state chooses to interface some or all of its roadside systems to SAFER directly via EDI.  Currently there are no ROC subscriptions defined on SAFER.
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Figure 6–8.  SAFER Communicates
with ROC Systems via EDI

Figure 6–9 depicts the configuration when a state chooses the (future) “SAFER Option” as an alternative design approach.  Legacy systems would provide snapshot updates to SAFER via flat files or XML, and SAFER would provide snapshot updates to states via XML.  This approach is not available at the present time; the SOWG is currently working on a prototype for this type of data exchange.  The goal is to have this type of interface operational in the mid-2003 timeframe.
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Figure 6–9.  SAFER Communicates with State
Systems via Flat Files and XML

6.5 Design Guidance on Communications

Each state will have to determine the types of support needed for communications between the following systems:

· ASPEN client (or equivalent) and the SAFER and/or CVIEW systems

· SAFETYNET and SAFER systems

· CVIEW and SAFER systems.
6.5.1 SAFER Communications

FMCSA has delegated responsibility for operation, maintenance and security of SAFER to the Volpe National Transportation Systems Center.  The SAFER system currently supports the following TCP/IP-based WAN link options (See Reference 20):

· Internet

· AAMVAnet frame-relay

· FTS2000 frame-relay

· Verizon (formerly Bell Atlantic)
In addition, a digital modem bank providing toll-free access provides standard Public Switched Telephone Network (PSTN) and analog, circuit-switched cellular dial-up support to users. 

6.5.1.1 Internet Communications

SAFER supports Internet access to the SAFER home page, which allows users to query the SAFER database to obtain carrier and shipper census, safety, and licensing and insurance credential information.  SAFER also supports Internet access for non-Web-based data exchange operations.  An Internet service provider (ISP) could provide access to SAFER for both types of operations.  

Use of an ISP is a low cost communications solution; however, it is only as reliable as is the Internet in general.  In addition, access for non-web-based data exchange operations via the Internet requires establishing a virtual private network (VPN) link to SAFER that provides communications security between SAFER and the client by forcing the password and subsequent data transmissions to be encrypted.  

IPSec (Internet Protocol Security) is a set of protocols developed by the Internet Engineering Task Force (IETF) to support secure exchange of data packets at the IP layer.  IPsec is expected to be deployed widely to implement VPNs.  IPSec enables SAFER clients to connect to SAFER via the Internet through any private network that permits its traffic to be routed over the Internet via a secure IPSec tunnel environment.  The FMCSA is utilizing the Cisco VPN/IPSec solution for allowing authorized FMCSA Field System application users to connect to SAFER over the Internet. The client version of this software can be provided (without charge) to authorized users of FMCSA applications. (See Appendix F and Reference 46 for more information.)

6.5.1.2 AAMVAnet Frame-relay

SAFER supports communications over the AAMVAnet, Inc., frame-relay WAN.  This private network offers greater reliability and trouble-shooting diagnostics than the Internet solution but at a substantially higher cost.  Maryland uses the AAMVAnet WAN to provide communications between its CVIEW system and SAFER.  AAMVAnet also supports local PSTN and toll-free dial-up services for users/organizations not wanting to expend the funds needed to support a leased line approach.  For more information on the types of communication lines offered, their costs, and supporting network services, please contact AAMVAnet, Inc., directly.

6.5.1.3 FTS2001

FTS2001 is a frame-relay WAN that supports communications among federal systems.  In the near-future, SAFER will use this WAN to communicate with the MCMIS for the exchange of weekly carrier census and safety information.  Currently, this is being accomplished via the Internet.  FTS2001 also supports local PSTN and toll-free dial-up services for users/organizations not wanting to expend the funds needed to support a leased line approach.  For more information on the types of communication lines offered, their costs, and supporting network services, please contact FMCSA directly.

6.5.1.4 Verizon

SAFER supports a connection to the Verizon (formerly Bell Atlantic) WAN to facilitate wireless Cellular Digital Packet Data (CDPD) communications.  The CDPD approach allows enforcement officers in mobile units to communicate with SAFER and perform the same data exchange functions as officers in fixed roadside sites.  For more information on the types of communication lines offered, their costs, and supporting network services, please contact Verizon directly.

6.5.2 CVIEW Communications

A state that implements a CVIEW as a data exchange mechanism will have to decide how that system will communicate with state legacy systems, state roadside systems, e.g., ASPEN, or equivalent, and SAFER.  Issues to be resolved include:

· What WAN communications links currently exist within the state, and can one or more of those links be used to facilitate communications between CVIEW and other state systems?

· Do any of the links needed to support communications between the state’s CVIEW system and SAFER correspond to the WAN providers identified in Subsection 6.5.1?  If not, the state needs to either: 1) add an existing SAFER communications link to their CVIEW system, or 2) request FMCSA to add an additional communications link to SAFER to support their state’s communication requirements.
See Appendix F for details on CVIEW-SAFER connectivity via AAMVAnet frame relay and VPN/IPSec.

6.5.3 SAFETYNET Communications

The current CVISN architecture specifies that SAFETYNET will not upload data to SAFER via a state’s CVIEW system.  Rather, it will communicate with SAFER directly, i.e., all inter-and intrastate inspection reports, compliance reviews, enforcement and crash data will be sent to SAFER from SAFETYNET via the SAFER Data Mailbox system.  Communications between SAFER and a state’s SAFETYNET sites can be accomplished via the communication mechanisms identified in Subsection 6.5.1, options 1-3.  Option 4, wireless communications, would not typically be required as a SAFETYNET communications option.

6.5.4 ASPEN, or equivalent, Communications

The ASPEN client, which, in addition to the ASPEN application, includes the ISS-2 and PIQ applications, needs to communicate with either SAFER or the state’s CVIEW system.  If a state elects to have ASPEN clients communicate directly with SAFER, options 1, 2 and 4, specified in Subsection 6.5.1, would support ASPEN to SAFER communications.  If a state requires ASPEN clients to communicate with SAFER via CVIEW, then some combinations of options 1–4, specified in Subsection 6.5.1, could be used to facilitate communications among these systems. 

6.5.5 ROC Communications

A ROC client needs to communicate with either SAFER or the state’s CVIEW system.  If a state elects to have ROC clients communicate directly with SAFER, options 1, 2 and 3, specified in Subsection 6.5.1, would support ROC to SAFER communications.  If a state requires ROC clients to communicate with SAFER via CVIEW, then some combinations of options 1–3, specified in Subsection 6.5.1, could be used to facilitate communications among these systems.  The available combinations will depend on what communication links are supported by the state’s CVIEW system.
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