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APPENDIX E.  CVIEW-SAFER CONNECTIVITY VIA VPN/IPSEC

INTEROFFICE MEMORANDUM

TO: CVIEW SITE PRIMARY POINT OF CONTACT (POC)

FROM: FMCSA TECHNICAL SUPPORT

SUBJECT: VPN/IPSEC CONNECTIVITY TO SAFER

DATE: NOVEMBER 21, 2001

1. PURPOSE

Coordinate the exchange of information and procedures for establishing a persistent, secure, LAN-to-LAN VPN/IPSec connection between state CVIEW System sites and SAFER.

2. BACKGROUND

CVIEW systems have been designed to send and receive information from the Safety and Fitness

Electronic Records (SAFER) system.  As SAFER can also independently “push” information to the CVIEW sites, a persistent secure network connection is needed between the CVIEW sites and SAFER.

Two options are currently available for establishing this type of connection:

AAMVAnet Frame Relay, IP based network connection; LAN-to-LAN, VPN IPSec based Internet connection (persistent VPN connection).

The AAMVAnet point of contact for establishing a Frame Relay, IP based network connection to SAFER is Patrice L. Aasmo (paasmo@aamva.org or 703-908-5787).

Secure 2-way connectivity with SAFER can also be accomplished over the Internet by establishing a persistent virtual private network (VPN) LAN-to-LAN connection between an appropriate firewall attached to the State’s network, and the SAFER VPN Concentrator located at Volpe. This method is presently used between Volpe and the Johns Hopkins University Applied Physics Laboratory (JHU/APL). The appropriate State’s firewall would protect the state network(s) from unauthorized Internet access, and would need to be capable of being configured for the VPN/IPSec LAN-to-LAN connection.

The FMCSA is utilizing the Cisco VPN/IPSec solution for allowing authorized FMCSA Field System application users to connect to SAFER over the Internet. The client version of this software can be provided (without charge) to authorized users of FMCSA applications.

Once the described VPN/IPSec LAN-to-LAN persistent connection is established, other users of FMCSA Field Systems applications (PIQ, SAFETYNET 2000, etc.) connected to the same LAN as the CVIEW system can also connect to SAFER.

This memorandum provides the process and general procedures for setting up this connection.

3. GENERAL PROCEDURES 

FMCSA has delegated responsibility for operation, maintenance and security of SAFER to the Volpe National Transportation Systems Center. To establish a persistent secure VPN/IPSec connection from state CVIEW sites, the following steps must be taken:

· The CVIEW primary point of contact (POC) will first have to provide Volpe with limited network topography information, a primary point of contact (POC) and individual points of contact for application users, network, firewall, and security administration.

· Volpe network administration and security personnel will then contact the primary POC to coordinate the configuration of both the State firewall and Volpe VPN Concentrator to accommodate the connection. Volpe will provide the user and/or their local network, firewall, and security administrators with requirements to open specific firewall ports needed to support the VPN/IPSec connectivity. These configuration changes should be made on the highest-level firewall within the state’s network topography that exists between the CVIEW server and the Internet. In this manner the state network administration and security officials can control access and use of the VPN tunnel between the state and SAFER. When ready, the CVIEW POC will also be provided user names and passwords for authenticating on the Volpe VPN Concentrator.

· Finally, the CVIEW POC and Volpe teams will coordinate a test of the connectivity.

4. NEXT STEPS:

If you are interested in utilizing the VPN/IPSec solution for connectively with SAFER, please provide the following information to FMCSA Technical Support:

· General system topography information (i.e. a one line drawing-depiction with text notations) describing the proposed network path between the CVIEW server and SAFER. Include operating systems, firewall applications, and router hardware used. (Example: CVIEW is set up on a WinNT 4.0 Server, connected to a Cisco Catalyst 2900 switch, connected to a Cisco 7513 Router, connected to a Cisco Catalyst 5500 switch, connected to a WinNT 4.0 Server running Microsoft Proxy Server. The firewall is at the Proxy server, no firewalls in between.)

· Primary point of contact (POC) within your organization that is responsible for CVIEW connectivity to SAFER. This is to provide a centralized point of contact for coordination of the installation and future questions that may arise.

· Contact information for person to receive User Account and Password information.

· Contact information for person to contact regarding firewall activities.

· Contact information for local Network Engineer, if available.

The above information will be used by Volpe system administration, firewall, and security personnel to assist the requesting agency establish a reliable VPN/IPSec connection to SAFER, and to diagnose and rectify problems once the connection is deemed operational.

The requested information should be sent to FMCSA Technical Support via phone to (617) 374-5090 (Roadside Inspection Systems Group), Fax to (617) 374-2336, or email to FMCTechSup@volpe.dot.gov (Subject VPN/IPSec Connectivity).
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